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Abstract: Payments make integral part of business operations regardless of whether we are talking about traditional or 

on-line business operations, and this is why it is necessary to find the best manner to pay for goods or services using new 

technological and communications solutions. Mobile banking is no longer a privilege of banks, card brands or mobile 

operators. Despite ever growing spread of various forms of electronic money, payment cards remain quite a frequent 

method of payment in which additional functions are integrated, but they still remain a specific institute of cashless 

payment issued by a bank or a non-banking organization. 

Pressures on managers at various organizational levels to develop new and profitable sources of money and manners of 

payment have created favourable climate within banking system for actors of financial destruction. Developments of new 

technologies and financial markets have resulted in appearance of new risks and at the same time have increased the 

importance of traditional risks to which financial and non-financial institutions are exposed. In order to reduce the risk 

of abuse of payment cards and ensure positive effects and achievements of card business in financial sector, it is necessary 

to focus on constant communication, one’s own learning but also the training of clients, constant analysis of payment 

card market, supervision of well-known institutes in order to understand and master new technologies, to reach new 

technological advantages, to make good prognosis, to offer new concepts, as well as to participate in a constructive 

manner in designing law and by-laws in this field.1 
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1. INTRODUCTION  
 

At the beginning of the new millennium technological 

development has reshaped financial and banking industry 

which is increasingly taking a leading position in using 

new technologies. Payments are integral part of business 

operations regardless of whether we are talking about 

traditional or on-line operations, and money as a value can 

be found in the form of information within a banking 

information system. Definitions referring to remote 

payments suggest that a boundary between e-payment and 

m-payment is not differentiated, ant it will be even harder 

to define in the future decades. Due to the mentioned 

reasons the common term “electronic payment” at the 

moment represents a logical choice. Despite numerous 

statistical records accompanying e-payments and m-

payments, the definitions of these two concepts are still 

rather connected. There exist various opinions by experts 

in this field who wonder if it is necessary at all to 

differentiate between them since the demarcation line is 

rather thin. 

Expansion of electronic banking and payment industry is 

closely and inextricably linked with the development of 

payment cards as a means enabling activation of 

mechanisms for large-scale use of banking services. In the 

contemporary conditions the payment cards still represent 

the most represented mode of electronic payment of 

nowadays. In practice they mostly represent a compatible 

link between instruments of identification and instruments 

of payment operations. Expansion of electronic banking 

and payment industry is closely connected with the 

development of electronic cards as a means enabling 

activation of terminals for large-scale use of banking 

services. Electronic payments using payment cards differ 

substantially according to the degree of safety, 

functionality and relationship to on-line use, and all this 

depends on the functional application and technological 

foundation they are based on, which is the most significant 

thing in the contemporary conditions. 

The main characteristic of trends in contemporary world, 

including the financial world as well as the payment 

industry, is development of new although not always better 

forms of business operations. 

 
2. DEVELOPMENT AND SIGNIFICANCE OF 

INNOVATIONS IN THE CONTEMPORARY 

PAYMENT SYSTEM 
 
With the expansion of global financial market worldwide, 

as well as with the development of increasingly complex 

financial products, the clients have started facing numerous 

novelties in the financial market. At the beginning of the 

new millennium it seems that there is not any other industry 

which has developed and transformed so intensively as 

global payment industry. In the contemporary environment 

the payment system means a set of technological and social 

links which enable exchange of values. The set of 

technological links enables the exchange of values to be 
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achieved, which enhances the efficiency of payment 

system, while the set of social connections defines the 

participants’ roles in the system.  

Contemporary payment systems change so that from an 

industry which was once characterized and defined by 

closed standards and limited access it becomes the industry 

in which openness is the main driving force of success. 

Payments have three dimensions which are always present: 

technology, business models and trust. Without all three 

dimensions there are no quick or safe payments. 

Technology is foundation for all kinds of payments, but it 

is particularly important for electronic commerce in which 

payment cards take central place. The credit for the 

development of card industry goes to the application of 

new technologies and innovative business operations. 

Thanks to a large number of various products and services, 

there has been a particularly dynamic development of this 

part of banking operations. In the contemporary banking 

system payment cards have completely replaced the 

manner of payment for goods and services, and they 

continue to do so successfully today. 

Innovations are currently one of the most relevant topics of 

contemporary business operations. In a global environment 

where technology is constantly changing, innovations 

represent the main driving force of economic growth for 

many companies and financial institutions. Electronic 

payment industry enters a period of unforeseen 

innovations, and technologies are changing extremely fast. 

Many new solutions are offered as it has never been the 

case in the history of electronic payments so far. The 

contemporary literature in this field underlines the fact that 

there are more than 300 ways and models of electronic 

payment. However, it cannot be expected that each 

innovative idea would turn into a profitable and usable 

financial product. This is why relevance and profitability 

in the world of changes become the only measure of 

success. Other leaders in this industry, as well as non-

financial institutions, follow trends and invest a lot into all 

parts of organization in order to build a framework for 

development of innovations. Since they are surrounded by 

extremely dynamic changes, the employed in the electronic 

payment industry are expected to respond to the needs of 

their users in an appropriate manner and to create added 

value for their companies and clients. The experts 

practicing in the industry of electronic payment must 

follow and understand development trends, must acquire 

new skills fast and adapt their personal and professional 

development plans to new requirements. Financial 

institutions, as well as their employees, must first well 

understand the role and significance of innovations for 

their business operations and then develop processes and 

methods which will help them achieve goals and be 

constantly innovative.  

In more than half a century electronic payments have had 

dynamic development and as of recently they are more and 

more connected with e-commerce and are one of its main 

boosters. Intensity and form used in the developed 

economies through e-commerce are direct result of the 

existence of a wide range of possibilities of electronic 

payment. Global traditional card brands have held absolute 

primacy for several decades in the electronic payment 

industry, which has been changing recently through 

participation of new companies from several economic 

sectors. Thanks to innovations new providers of payment 

services surely become competition to banking sector as 

well. 

The market of electronic payment using payment cards 

globally offers numerous possibilities for innovations. In 

the course of the second decade of the new millennium the 

consumers have changed considerably their habits 

regarding this type of payment. In addition to a developing 

trend of payment by credit and debit cards, the increase of 

e-commerce and growing popularity of smart phones have 

enabled new remote payment methods using short-range 

wireless technology NFC (Near Field Communication). 

At the end 2016 a chain of British supermarkets Waitrose 

opened the first cashless store and the customers can 

choose the payment method (by card or through their 

mobile devices) at one of self-service checkouts in the 

store. Waitrose supermarket has made efforts to provide 

their customers with a unique user experience. For banking 

institutions this represents a signal that they also must be 

prepared to respond to changes and must adapt their 

payment systems to such requirements in order to keep 

their share of income and in order not to let their place be 

taken by new companies in the payment industry. 

A radical step in the global card market in the recent years 

has been the implementation of contactless terminals and 

contactless payment cards. These cards contain antenna 

which detects and accepts signals sent from the reader so 

that physical contact between a card and a terminal is not 

required. Such systems are open for the implementation of 

artificial technology. It is obvious that as a part of these 

efforts the integration of artificial intelligence will be 

dictated by the trends from economically the most 

developed countries. The application of artificial 

intelligence in this field will represent a great saving for the 

companies, since it will enable reduction of expenses for 

user services and messages will be transferred to clients in 

an acceptable shape and format. 

The practice shows that even small companies such as Irish 

Voysis develop voice solutions at neutral platforms 

developed by other companies for all other technological 

companies that cannot develop their own voice platforms, 

and according to the quotation of the mentioned company 

“voice will soon be the first point of contact 

between ‘man’ and machine.” The giants such as Google, 

Apple, Union Pay, Amazon, Microsoft and Facebook also 

invest enormous amounts of money in research in the field 

and its application. Personal assistants will be enabled with 

a voice command, which will further enable creation of 

new markets for shopping, payment by technologies based 

on the concepts of virtual and expanded reality. Their 

prognosis is that devices will replace smart phones and that 

the future concept with built-in electronic software, sensors 

and connectivity will enable objects to exchange data with 

a manufacturer, operator and other connected devices, 

which will be added a payment function as well. Such 

technological innovations would enable, for instance, a 

refrigerator to recognize what kind of food it is lacking and 

at a certain moment of time to order them, to analyse the 

favourability of purchase (promotions, credit ability, price 

competitiveness), and finally make the payment. A smart 

car which is connected to the Internet makes it possible for 

a user to order goods and services while driving and to pay 



 

 

 

for them immediately while driving and after that to take 

them over. 

Current card with mobile application represents a 

controlled Visa debit card which enables parents to give a 

debit card to their children while being able to control the 

amount of money spent by children as well as for what 

purpose. In this way parents have large control when the 

card will be cancelled and what the money is spent for with 

the possibility to block an unwanted transaction which 

comes from a certain group of sellers such as bars or hotels. 

Such a system of payment leaves possibility to parents to 

give a certain prize to their children for doing certain 

chores, while the children can donate assets if they want to. 

These are only some innovations in the contemporary 

system of payment which confirm that it is no more a 

matter of time when new technologies will be applied in 

banking, they are already here. In the contemporary 

payment industry scientific and technological 

achievements are no longer a missing link, in the new 

millennium these are ideas.  

 

3. DEVELOPMENT TRENDS IN THE 

PAYMENT CARD MARKET IN THE 

REPUBLIC OF SERBIA 
 

Transformation and transition from sliding a payment card, 

through holding phones or personal assistants close in 

order to make a payment is natural and it shows the users 

the direction in which the innovations will go. The banking 

infrastructure in Serbia today understands well this concept 

and the attitude is that institutions are ready to develop 

products which will be used better by the digital 

environment but which will also be adapted to mobile 

needs of their users. Still the digitalization of banking 

services in our country cannot happen overnight, since it is 

an ongoing process which requires time. 2 

The analysis of the state-of-affairs in the market of 

payment cards in the Republic of Serbia contains the data 

on the current state in the market and spotted trends in the 

number of cards, accepting network for payment cards, as 

well as the number and value of transactions. The 

information also includes some current issues important for 

further development of cards as cashless payment. 

Statistical methodology according to which the National 

Bank of Serbia publishes information on payment cards in 

the course of 2016 is substantially different from previous 

years, since it has been adapted to the statistics of payment 

services based on the Law on Payment Services. Taking 

into account the above said, it is clear that some data which 

were normally included into annual analyses of payment 

card market are not fully comparable with previous years.

  

In the circles of domestic scientific public dealing with 

these topics the debates can be heard on the degree of 

development of electronic commerce in the Republic of 

Serbia and if it represents a developing sector. The subject 

debates are led among traders, on line traders, financial 

institutions, banks, state institutions and various 

professional associations within the Chamber of 

Commerce which deal with card operations.  

In the payment card market in Serbia in 2016 the trend 

continues of the growth of number of payment cards 

issued. The total number of cards issued in 2016 is 

6.900.997, which is 9.41% more than in 2015, when 

6.454.356 were issued. If we take into account the cards 

with e-money function (pre-paid cards for Internet 

payment), out of which 64.357 were issued, the total 

number of cards issued was 6.965.354, and so the growth 

is 10.43%. The total number of active cards in 2016 was 

3.931.496, or 56.97% of the total number of cards handed 

over/issued. 3  The active card is a card which has made 

at least one transaction in the reporting period. 

 

Table 1. Number of payment cards issued in the Republic 

of Serbia 

Year 

Number of 

payment cards 

issued in the 

Republic of 

Serbia 

Number of active 

payment cards in 

the Republic of 

Serbia  

% 

2001. 2   

2002. 400.000   

2003. 500.000   

2004. 2.100.000   

2005. 3.800.000   

2006. 5.240.000   

2007. 5.725.465   

2008. 5.728.789   

2009. 6.014.390   

2010. 6.150.000 2.944.458 48 

2011. 6.350.587 3.073.282 48 

2012. 5.934.784 2.737.873 46 

2013. 6.207.833 2.922.597 47 

2014. 6.267.058 3.073.646 49 

2015. 6.454.356 3.262.106 51 

2016. 6.900.997 3.931.496 57 

Source: National Bank of Serbia, Sector for monetary 

system and policy based on bank reports 

   

Taking into account today’s level of development of 

payment card industry in Serbia it can be concluded that 

the current infrastructural and technological requirements 

of the market are met to the extent necessary. Despite this 

fact, the data of many a research suggest that there is still 

space for their further improvement and development but 

complete disappearance of paper money cannot be 

expected, although such prognoses have been present for 

decades. The similar happens with payment cards which 

thanks to technological innovations in the system of e-

payment still have the bright future. 4 

Education of users on new technology is probably the 

greatest obstacle to further digitalization of the financial 

sector in the Republic of Serbia. Card brands and financial 

institutions cannot only launch a new technology hoping 

that it will be accepted – it is necessary to invest time and 

resources in order to fully understand the benefits of such 

solutions but also the fact that digitalization of business 

operations implies not only simplicity of payment but also 

a completely new degree of protection.   

The network for acceptance of payment cards in Serbia in 

comparison with the countries in the region is still well 

developed. In 2015, after several years the first increase of 

the number of ATMs was recorded, which is significant 



 

 

 

considering that this number was constantly decreasing in 

the period up to 2014.  This rising trend continued in 

2016, so that at the end of the year there were 2.845 ATMs. 

This is 140 ATMs more in comparison with the end of 

2015. 

At the beginning of 2017, the increase of the number of 

POS terminals is far greater than in previous years and was 

26.32%. In previous years the banks submitted to the NBS 

the number of selling locations as the number of POS 

terminals, while in 2016 the real number of POS terminals 

was shown (with the total number of POS terminals per a 

selling location, considering that one selling location can 

have several POS terminals).  

 

Table 2. Number of ATMs and POS terminals at the 

territory of the Republic of Serbia 

Year 

Numb

er of 

ATMs 

Scope of 

transact

ions in 

billions 

Number 

of POS 

terminals 

Scope of 

transacti

ons in 

billions 

2004. 450  16.266  

2005. 837  31.816  

2006. 1348 109,0 48.194 65,0 

2007. 2074 165,5 55.340 91,3 

2008. 2494 224,5 57.919 117 

2009. 2723 263,8 59.058 124,8 

2010. 2857 312,6 57.459 141,6 

2011. 2830 343,3 58.012 161,5 

2012. 2785 395,9 62.656 194,3 

2013. 2673 448,6 59.822 187,2 

2014. 2632 489,1 64.142 203,8 

2015. 2705 535,4 65.428 233,3 

2016. 2845  82.647  

Source: Ministry of Finance of the Republic of Serbia 

 

 Despite the fact that e-commerce in Serbia is 

underdeveloped, the positive trends are evident. In 

comparison with the previous year there is an increase of 

the number and value of transactions in purchase of goods 

and services at the Internet. Payment transactions related to 

the purchase of goods and services at the Internet are made 

using cards and e-money. The total number of transactions 

of payment of goods and services at the Internet in 2016 

was 3.852.840, out of which 3.639.500 were transactions 

using payment cards and 213.340 were e-money 

transactions. 

The government of the Republic of Serbia started a debate 

on introduction of cashless payments of social support in 

order to prevent the population using support from 

misplaced spending of money. Unofficial research 

suggests that budget assets in almost 40% cases are spent 

as misplaced on cigarettes and alcohol. In order to 

eliminate possible misuses of social support the state is 

considering introduction of specific-purpose payment 

cards. This means that the families from the list of the 

endangered ones, who receive any kind of support, will no 

longer receive the assets in cash but only through cards at 

the places where they could buy only the things necessary 

to their families. Certain officials of the relevant ministry 

support introducing card system for child support and other 

one-off payments in order to control that the budget funds 

given to the users are spent for the exact purpose they are 

assigned. 

 

4. SECURITY RISKS OF CONTACTLESS 

ELETRONIC PAYMENT 
 

Security represents an integral part of innovation strategy. 

It is desirable that security is provided at the same rate as 

innovations and this should be the field where card 

companies would apply the concept and principle of 

“responsible innovation”. 

The risk represents a potential problem or a potential 

opportunity. In both cases it appears in all spheres, so this 

is why it is necessary to analyse and find the right ways of 

risk management. In literature a great number of 

definitions of risk can be found. Linguistic term of risk 

comes from the Italian word rishio and originally it meant 

danger to ships from cliffs and rocks. Risk assessment is 

the concept of various content which is why it requires, in 

addition to legislative foundation, the application of many 

criteria in order to be implemented more efficiently in 

practice. 5 Starting from the aspect of economic safety, 

according to some definitions risk is a possibility of loss or 

injury, in other words a possibility that an undesired 

consequence of an event or process will happen, in this 

case from those involved in criminal activities in the field 

of economic crimes. The right selection of risk assessment 

method enables adequate application of measures, which 

would assess adequate measures and activities on 

suppression and prevention of infiltration of those involved 

in criminal activities with the elements and characteristics 

of economic crime. It is a prevailing opinion that Serbia is 

still in the stage of development of this market and that 

there are numerous obstacles and challenges to be 

overcome. The main driving force of the development of 

electronic commerce is the payment process. Payment 

methods have considerably progressed in a few recent 

years, which is shown by the statistic analysis of payment 

card market in the Republic of Serbia. Numerous factors 

influence the changes in payment industry. There is not an 

ultimate goal, new challenges and risks keep repeating, 

which at the same time can present new opportunities for 

criminal actors. This is why receiving and issuing banks 

must direct all their activities to fast adaptation to changes 

in the market, improvement of quality of services, 

customer service and their security. Banking services are 

becoming personalized, while taking care of the customers, 

their safety and security are the most important. 

Abuse of payment cards is an illegal act, whereas the 

manners of execution appear in various forms. Express 

evolution of technology, particularly in the field of 

information technologies and communications, despite the 

existing security measures and constant innovations by 

banks and institutions in charge of security measures and 

risk reduction, offers new opportunities for payment card 

abuse. Technological development provides payment card 

fraudsters with constant inflow of data which are more 

easily but first of all faster implemented into their fraud 

activities as opposed to banking systems in which 

additional innovations of equipment but also the staff 

education require a longer period of time and have its price. 

Development dynamics of certain technologies dictates the 

direction of innovation of criminal offenders and thus 



 

 

 

various payment card frauds are becoming more complex 

in certain fields  and gain significance due to inadequate 

and undue response of institutions in charge of security of 

electronic payment. Unlimited development of forged 

technologies with the accent on dynamics of progress 

makes it conditional upon us to suggest that it is necessary 

to clarify the existing, i.e. known manners of payment card 

abuses and to deal with them. Abuses can be observed from 

the aspect of appropriation of payment cards and the data 

from payment cards by fraudsters. 6 

At the beginning of the new millennium many traders and 

consumers provide payment services by independent 

channels, and there is an ongoing debate on how important 

it is to accept payment cards for banking and electronic 

payments. The opinion prevails and is adopted that banks 

are not the only institutions which offer payment services. 

The systems of electronic payments allow to financial 

institutions, companies and state bodies to offer to their 

clients a range of payment options. New kinds of payments 

through alternative payment networks represent a risk, 

including social networks such as Facebook, which can 

also offer a payment service to their clients. 

Electronic banking in Serbia is mostly used by younger and 

technically well-educated individuals, who are not easy to 

deceive using common methods. In the years to come the 

scope and value of mobile-generated payment orders using 

various payment cards would multiply several times, so 

that an increased number of attacks and abuses within this 

manner of payment is also expected, which brings a new 

kind of security risks. The profile of individuals who 

commit abuses is also changing in that this form of 

economic crime today is mostly committed by younger and 

technologically educated persons. 

At the global level the abuses are committed from a remote 

place, far from the subject of attack and the place of the 

damage. The national and continental borders do not 

represent limit in the developed global trade, or in the field 

of criminal activities, bearing with them new risks. The 

exact costs caused by the abuse of payment cards are hard 

to assess and categorize since the data on these costs are 

not usually reliable enough. High costs of preventing 

frauds and adhering to regulatory and safe network 

standards are approximations of the assessments of true 

losses incurred due to frauds. Indirect costs of payment 

because of abuses include the costs of local and national 

laws, barriers for on-line commerce and its benefit. 

Trends of migration of card abuses have been present for 

several years and the crime related to the abuse of payment 

cards is transferred from Europe and other developed 

countries into other regions where contemporary 

technologies are not present or used on a large-scale. 

The use of cards on the internet means the possibility that 

all the details from a card holder remain on the site: name 

and family name, card number, validity date. The news that 

thousands, and sometimes even millions of payment card 

numbers are compromised and taken in an unauthorized 

way from data bases where they are kept can often be seen 

in the media headlines. 

 

 

 

 

 

CONCLUSION 

 
New technology and digital revolution transform trade, 

including the payment industry. The manners of payment 

evolve fast, from digital currency, plastic payment cards to 

mobile payment applications. Payment ecosystem expands 

and the difference between traditional and new companies 

is decreasing. Global trends clearly suggest that the image 

of electronic payment industry will look quite differently 

in the next ten years. Due to the nature of business 

operations, connection with global payment schemes and 

presence of large banks and processors in various markets, 

new technologies of payment are not limited 

geographically and can fast be applied in all markets 

together with old but also with the new emerging risks. The 

leading banks, processing and technological companies are 

already investing huge assets into development of payment 

technology as an investment for the future and survival in 

the tough market. 7 

Payment industry must also make a choice. Banks, but also 

the existing and the future card brands must be able to keep 

pace with their requirements and thus maintain preferential 

status when choosing the manner of payment.  

It can be concluded that the Republic of Serbia is on a good 

way to use all advantages of electronic manners of 

payment. The use of new technologies by customers is the 

reason why global trends of electronic payment expand 

rather fast in financial practice. The development of 

electronic payment industry is beneficial to everyone, both 

the customers and the state. The development of payment 

methods is one of the main postulates of the EU initiative 

towards creation of a unique digital market, a requirement 

which we will have to meet as a part of the process of 

accession to European integration area. Without a desire 

for this to be a scientific paper bearing a stamp of the old 

belated time, the basic motive is to translate the problems 

discussed to contemporary flows with expressed note of 

interdisciplinary. The challenges and risks are numerous 

and they will always be present.  
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