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Abstract:  Software-Defined Networking or SDN has been the focus of numerous research and development
last decade. A long history of efforts to make a network more c
back to the very beginnings of the computer networking. The fundamental
means new. In spite of the evident academic and industrial
deployed. Development of the super-sized 
adoption in spite of the documented relevant software complexity. 

While promising to simplify network design, cont
amount of software that has to be trusted as correct, be bug
issue of extensibility, we have initiated a project of complete SDN stack
new protocols on SDN ready traffic processors such as OpenFlow compatible switches, also known as trivial network 
elements but also to introduce custom south bound or north bound protocols, complete control o
software architecture stack was mandatory. 

To achieve such a control, the project presented in this paper involved re
software products such as OpenFlow compatible Open vSwitch (OvS) developed in
controller developed using enterprise Java technologies, (Java 8, Maven, OSGi, Karaf, YANG, etc), and UI DLux 
developed using Web set of languages (HTML5, CSS, JavaScript, XML, etc.), as well as a set of diverse technologies,
(Python, REST, NodeJS, JSON, AngularJS, etc.) and protocols (HTTP, SNMP, OpenFlow, NETCONFIG, etc.)

Although the SDN stack model decouples the network application, control and forwarding functions and so reduces the 
underlying implementation complexity to 
developed in three different technologies and their inherent individual internal complexity, demanded specific strategic 
approach to additional complexity reduction.

The primary purpose of our paper is to share problems faced, discoveries made and solutions used. SDN stack 
represents one complex software engineering system whose development involves the use of the specific tool stack. A 
tool stack in question involves a stack of languages (from the very low level to the very high level), a stack of relevant 
development tools and software engineering technologies, as well as a number of protocols. The evident complexity and 
dynamism of the SDN stack evolution have driven forward alm
open source global team effort sharing as the fundamental software engineering principle.
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DLux, YANG, SNMP, NETCONFIG. 

 

1. INTRODUCTION  

In parallel with the intensified global cyber
activities (e.g., in the last two years the number of cyber
attacks on Russian cyberspace has tripled, 
witnessing a new form of the cyber-security relevant 
battlefield that we refer to as “the software market cyber
security arena” or SmCsA. German BND security 
government agency has long ago quietly replaced 
Windows desktops with the in-house compiled Linux 
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Defined Networking or SDN has been the focus of numerous research and development
last decade. A long history of efforts to make a network more controllable (configurable and manageable) can be traced 
back to the very beginnings of the computer networking. The fundamental technological concepts of SDN are by no 
means new. In spite of the evident academic and industrial enthusiasm, SDN has been surprisingly slowly accepted and 

sized data centers and cloud computing systems have recently accelerated SDN 
documented relevant software complexity.  

While promising to simplify network design, control and provide new solutions, SDN is introducing a significant 
amount of software that has to be trusted as correct, be bug-free, secure and extensible. In order to address the last 
issue of extensibility, we have initiated a project of complete SDN stack re-engineering. To be able, not only to deploy 
new protocols on SDN ready traffic processors such as OpenFlow compatible switches, also known as trivial network 
elements but also to introduce custom south bound or north bound protocols, complete control o
software architecture stack was mandatory.  

To achieve such a control, the project presented in this paper involved re-engineering of the available open source 
software products such as OpenFlow compatible Open vSwitch (OvS) developed in C/C++, OpenDayLight (ODL) SDN 
controller developed using enterprise Java technologies, (Java 8, Maven, OSGi, Karaf, YANG, etc), and UI DLux 
developed using Web set of languages (HTML5, CSS, JavaScript, XML, etc.), as well as a set of diverse technologies,
(Python, REST, NodeJS, JSON, AngularJS, etc.) and protocols (HTTP, SNMP, OpenFlow, NETCONFIG, etc.)

Although the SDN stack model decouples the network application, control and forwarding functions and so reduces the 
 the three smaller blobs of code, the fact that these three blobs had to be 

developed in three different technologies and their inherent individual internal complexity, demanded specific strategic 
approach to additional complexity reduction. 

purpose of our paper is to share problems faced, discoveries made and solutions used. SDN stack 
represents one complex software engineering system whose development involves the use of the specific tool stack. A 

anguages (from the very low level to the very high level), a stack of relevant 
development tools and software engineering technologies, as well as a number of protocols. The evident complexity and 
dynamism of the SDN stack evolution have driven forward almost all interested parties, including our team, to take the 
open source global team effort sharing as the fundamental software engineering principle. 

Network operating system, NOS, SDN, NFV, software coupling, OpenFlow, Open vSwitch, OpenDayLigh

In parallel with the intensified global cyber-warfare 
activities (e.g., in the last two years the number of cyber-
attacks on Russian cyberspace has tripled, [1]), we are 

security relevant 
the software market cyber-

security arena” or SmCsA. German BND security 
government agency has long ago quietly replaced 

house compiled Linux 

versions. For political correctness reasons,  the avoidance 
of Windows operating system by German government 
had to be publically denied [1].  Chinese and Russian 
governments are currently eradicating, not only Microsoft 
Windows in their offices, but many other complex 
software systems too [2,3,4]. The intent of the US military 
to achieve total hegemony, including a cyber
has produced a worldwide reaction that in the final 
analysis turned out to be bad for American exports. 
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We observe that the global SmCsA conflict, for all 
practical reasons would not have been possible without 
the massive advancement of the phenomenal open 
software movement with Linux operating system as the 
flagship open software product. It is not very well known 
that celebrated Finish developer Linus Torvalds, was not 
the creator of the Linux operating system. The first 
version of Linux was simply a copy of the well 
documented scaled down UNIX versions XINU (D. 
Comer with students [5]) and MINIX (A. Tanenbaum 
with students  [6]). True contribution of Linus Torvalds to 
the modern history of computing is in initiating an open 
source approach to voluntary team development of 
complex software such as kernels of the operating 
systems [7]. Thirty years after the very first successful 
open source Linux project, the US cyber-hegemony in the 
SmCsA space is threatened. Open source is promising to 
bring worldwide independence of the US software super 
trusts like IBM, Microsoft or Oracle.    

The earliest reaction against the software monopolies was 
the establishment of the Free Software Foundation (FSF) 
by Richard M. Stallman in 1983. Unaware of the future 
defense-related consequences, US government was quick 
to react to the federal law known as "The National 
Cooperative Research and Production Act," of 1984. 
Following up on these two events, we had initial moves to 
start structured voluntary team development of complex 
software. The attribute structured refers to the strict rules 
by which volunteers could participate in the movement.  

In 1988 the nonprofit Open Software Foundation (OSF) 
organization has been formed. OSF primary purpose was 
to improve ATT UNIX back-end networking and GUI 
front-end related source code. In the late 1980’s UNIX 
required large and costly memory space so that OSF 
could engage only big corporations leaving little freedom 
for startup companies and entrepreneurs. Improved 
hardware with declining prices accompanied with new 
software tools development have provided a better 
platform for wider acceptance of the OSF general idea. In 
the early 1990’s a genuine open software development 
movement “for the masses” has been practically initiated 
by the now celebrated Linux founder, Linus Torvalds [7].                

Drawing a parallel with the early 1990’s and Linux as the 
OS kernel open source code development movement, we 
have now a similar movement with the open source 
network OS (NOS) kernel at the central stage. Open 
source NOS development is backed by the Open Network 
Foundation (ONF) formed in 2011 by the group of 
computing industry leaders [8]. An antiparallel between 
the OS kernel with OSF and NOS kernel with  ONF 
supports could be viewed in the original contexts of these 
two mega projects. On the contrary to the early 1990’s 
with the beginnings of Internet expansion, nowadays we 
have rising political tensions between the US on one side 
and China with Russia on the other, we have massive 
Internet use and rising cyber insecurity tensions. 
Apparently, political as well as technological contexts are 
different. Detailed analysis of the implications of the new 
situation in the modern computing industry is beyond the 
scope of this paper.  This paper is primarily focused on 
the security and technical problems faced when deciding 
in favor of the open software option.  

We present here the so-called NOS stack as an example of 
the extremely complex ongoing open software project that 
requires a thorough understanding by the contributing 
developers. In the following sections, we describe a wide 
spectrum of software engineering state of the art 
technologies that have to be mastered in order to achieve 
full control of the deceivingly free open source NOS 
software [9]. 

As probably the most complicated project in the open 
source arena, the NOS stack has engaged all available 
software engineering achievements including the latest 
cutting-edge technologies. To illustrate this statement we 
have decided to analyze all relevant open source sub-
projects that are currently gaining industry acceptance 
ground. The most outstanding representatives of the open 
source NOS stack sub-projects are: 

• DeLux (Dlux) representing application or network 
management plane [10], 

• OpenDaylight (ODL), representing NOS or control 
plane [11], and 

• Open Virtual Switch (OvS), representing data plane 
[12]. 

 

2. NETWORK VIEWS  

Viewed physically in space, computing networks are 
made of distributed network nodes (a.k.a. network 
elements) and network lines that physically connect 
nodes. The physical structure of the network nodes and 
lines distribution may be described as network topology 
model. Within a topology, a node may be dedicated to 
data traffic processing as traffic processor (TP) or to 
serving user application programs as application host 
(AH).  As an exception, a node may be hybrid in nature 
serving both, as a TP and as an AH at the same time. 
Traditionally, well designed and implemented network 
topology would have TPs as inner nodes and AH devices 
as network edge nodes or topology leafs.  Figure 1 
illustrates one example of a topology with a diverse set of 
TP nodes.          

Traditional physical TP nodes have been delivered in 
many versions containing diverse and complex functions 
loaded and/or embedded into their mainboards. Functions 
such as basic or advanced LAN switching (e.g., MPLS), 
routing, load balancing, multicast routing, differentiated 
service processing, traffic engineering, firewall traffic 
filtering, VPN processing, etc., were delivered to 
customers at nominal cost. 

With the proliferation of new networking protocols and 
TP functionality solutions, network engineers and 
network software developers were driven to look at 
alternative solutions for more cost-effective TP firmware 
and software reusability. One of the most significant 
contributions in that direction was Martin Casado’s 
doctoral thesis [13] published in 2008. Ethernet 
Architecture for the Networked Enterprise, (ETHANE) 
project [14]) based on the Casado’s thesis has explicitly 
proposed that basic switching-only TP (a.k.a., dumb, 
vanilla, simple, trivial or bare iron), may be more broadly 
used as a cost-effective network building block, provided 
that TP functionality is supported by the distinct network 
control and management software server. This idea is well 



  

illustrated in Figure 2 with a network switch (Marked as 
SW) acting as a TP node of minimized functionality. 

The externalization of software traditionally resident in 
the TP node device out into the Network Host (NH) also 
referred to as a network controller, allows minimized 
hardware TP (SW) vendors to increase the speed of the 
simplified traffic processing. With smaller computation 
demands and reduced onboard software, new SW devices 
can forward traffic data frames at higher speeds and lower 
costs. 

 

 

Figure 1. Well designed traditional network. 

To clarify the argument behind the new view of the 
network outlined in Casado’s thesis, it is important to 
distinguish two general categories of applications running 
on a network. Application host (AH) may be running 
network application software that is applied to: 

• Arbitrary user activities in a form of general user 
applications (Labeled as AH in Figure 2), or 

• Specific systems or network relevant activities in a 
form of dedicated network management and control 
programs and hosts, (Labeled as NH and NAH in 
Figure 2).   

One typical network system dedicated application is 
Domain Name Service (DNS) which is used to decouple 
physical topology (PhT) from the logical user bound 
topology (LgT). Since the underlined PhT exists and is 
just transformed via LgT to act as an interface facing 
general purpose applications, it is not proper to view LgT 
as a virtual topology (frequently made mistake). We refer 
to the virtual network as a network that truly does not 
exist, a network implemented as software simulation [15].           

Computing networks are distributed systems supporting 
execution of distributed applications. Being distributed, 
networks are hard to manage and protect consistently. 
Solutions such as access control, traffic filtering using 
routers or firewalls, traffic isolation with virtual networks 
(VLANs) and virtual private networks (VPNs) are subject 
to continuous change and therefore are prone to a faulty 
configuration, inconsistency and increased security attack 
sensitivity. 

Among other operations, control P2 plane must compute 
forwarding state of the P1 plane devices. To accomplish 
its task, the control plane must: 

• Learn controlled network topology 

• Decide how to process received by P1’s SW device 
unknown data frame on the learned topology  
o Assign to all controlled SW devices (TP-

switch) forwarding state (Maintain TP state). 

History of software engineering (SE) implies the follo-
wing analogy. At the very beginnings of the SE history 
programs had to be aware of the processor hardware 
capabilities (CPU instruction set and instruction format) 
and exact memory map address space. Faced with the 
complexity of increasingly larger programs, programmers 
looked at how to apply abstractions and simplify 
programming. By using higher-level languages and 
program translators it was possible to write programs 
(e.g., using 3GL C language) that would abstract CPU 
specific details. As a result, the same high-level language 
program could be used on the CPU of any brand. 
However, CPU abstraction and programming 
simplification required the use of some sort of interface-
like program translation.    

 

Figure 2: Software Defined Network standard TP devices 
of minimized functionality. 

In parallel with the mentioned example of the SE 
complexity reduction by means of processor abstraction 
and interface-like translation, network engineers have 
realized that the same line of thought can be applied to 
networks, i.e., higher to lower abstraction level mapping 
system could be applied. Along these lines of reasoning, a 
three-plane network operation and management model 
has been proposed, (See Figure 3). Nick McKeown, a 
professor at Stanford and his Ph.D. student Martin 
Casado, with their idea of externalization of the TP 
software ability to change traffic processing and 
forwarding behavior have introduced what is now known 
as Software Defined Networking or SDN [14,16]. 

Figure 3 illustrates a structured model of a network as a 
system in charge of processing user application data 
traffic between AH nodes in the P1 plane under the 
control of network management, administration and 
engineering applications in the P3 plane. In 1982 [17] 
John Gage chief scientist at Sun Microsystem has coined 
a slogan "The network is the computer." The network as 
the computer running distributed applications. has been 
augmented now with the systems administration 
application P3 plane and the operating system, (i.e., 
network operating system or NOS), in the P2 plane. With 
the SDN the network appears clearly as the computer.    

 



  

 

Figure 3: Basic three plane network operation and 
management structure.   

Moving forward with technologies such as Cloud 
Computing, virtualization, big data, massive mobile 
computing and IoT networking, modern networks had to 
become more agile and responsive to new user 
applications demands and dynamic topology variations. 
Today's networks had to gain flexibility and possible 
automated adaptability which only better application of 
abstraction and new software could provide. Network 
adaptability referred to as network automation and 
orchestration can only be accomplished through the 
application of feedback-control design patterns within a 
network as a software system. We refer to the P2 and P, 3 
two plane SDN architecture of a network as network 
operating system stack or NOS-stack.   

SDN has been recognized as a disruptive technology and 
has shown great promise to manage and control next 
generation of networks. The new generation of networks 
is re-engineered traditional networks (See Figure 1) with 
the simplified P1 plane and the TP functional software 
migrated to the NOS-stack running on the dedicated 
application and system hosts (NH and NAH nodes shown 
in Figure 2).   

 

3. P1 DATA PLANE  

At the lowest level of the traditional seven-layer ISO-OSI 
network model [18], traffic is a represented by the 
modulated L1 signals and by the L2 streams of data 
frames. At the higher levels of the model (L3, L4 or L7), 
traffic flow gains in semantic value as data packets, 
message segments or complete messages in the flow. The 
end-points of the data flow are interface controllers for L1 
and L2 traffic, host operating systems for L3 and L4 
traffic or application modules for L7 traffic. Network 
traffic engineers are accommodated by a definition of 
RFC-3697 which specifies traffic flow as "a sequence of 
packets sent from a particular source to a particular 
unicast, multicast or anycast/broadcast destination.”  To 
be more restrictive, one packet flow may represent one 
application message or media stream. More general, 
application independent flow is defined in RFC-3917 as a 
stream of packets at some observation point in the 
network. 

RFC-2722 defines traffic flow as “a general logical 
equivalent to a connection” relevant to any protocol, 
while SDN relevant literature refers to traffic flow as only 
L2 data frame traffic. As the most fundamental element in 
the NOS stack at P1 data plane, a “flow” represents 
systems data record as one TP L2 switching (traffic-data-

forwarding) table entry, indexed by certain attributes of 
the arriving data frame to the ingress TP interface [19]. 

P1 TP device can be physical device or software simu-
lated virtual device used in Network Function 
Virtualization (NFV) [20] such as Open Virtual Switch 
(OvS) program [21]. Performance requirements have 
made C a language of choice when developing runtime-
hyper-active NFV software of P1 plane virtual TP devices 
such as OvS. We have used OvS in experimental network 
simulations, and have analyzed internal architecture and 
implementation of the OvS software system but will not 
cover it this paper.     

Trivialized TP switch is configurable and programmable 
by the P2 and P3 plane programs. 

Programmability enables flexible use of P1 plane simple 
traffic forwarding functionality that may be applied to the 
implementation of nonstandard higher layer traffic 
processing protocols in the ISO-OSI model. 

In this paper, we do not elaborate on the trivialized SDN 
compatible TP traffic frame switching P1 plane internal 
architecture and pay more attention to the necessary P1-
to-P2 software interface present in the P1 devices. The 
most fundamental P1-to-P2 interfaces are shown in Figure 
4.         

 
Figure 4:  Data plane P1-to-P2 interface modules. 

 

4. NETWORK ABSTRACTION  

Initial SDN based simplification of a network using three-
plane system architecture has introduced a long list of 
software engineering problems related to the complexity 
of each of the plane’s internal architectures and platform-
specific software implementations. Internal architectural 
complexity and the implementation process of each of the 
planes in the three plane model demands a new mindset 
and requires using a wide range of SE technologies, such 
as design modeling languages, programming languages, 
software system building tools, deployment tools, 
maintenance tools, etc. To start dealing with this new di-
mension of the networking discipline we present the 
following definition of the software system architecture.       

Definition 1: Software system architecture is a 
hierarchical-abstraction of the final runtime elements 
describing their execution sequencing, inter-
relationships, and their coexistence in the runtime 
context, referred to also as the environment or platform, 
[22].    

Specifically, a “characterized architecture” is an archi-
tecture constrained by the configuration of architectural 
attributes or parameters needed to satisfy given functional 
requirements. Architecture characterization itself is one 
general attribute of the overall architecture that defines 
future runtime system performance and its relationship 
with the production execution context.   



  

Abstraction reduces complexity at a given point of view 
but requires view-transformation to the lower levels of 
complexity. In case of the highest network abstraction 
plane, a P3 plane, view-transformation is performed by 
the P2 plane which implements central NOS element as a 
network controller, (SDN controller). Software planes P3 
and P2 stack greatly simplifies network operator’s or 
administrator’s view.  

P3 plane software as network management and control set 
of applications may implement and operate on the P2 
exposed logical representation of the P1 network. Logical 
network representation is also known as the network 
service topology. The highest possible abstraction of a 
network as the logical network could be a network 
appearing as one big logical TP switch, implementing 
trivial star topology. Such a topology abstraction 
applicable to any underlined physical topology is 
announcing perimeterless networks and maybe another 
paradigm shift, a shift of the network security paradigm, 
or perimeter protection paradigm shift.   

 

5.  P2 PLANE CORE ARCHITECTURE  

From the software engineering point of view, the most 
complex element of the NOS stack is a P2 plane with the 

network controller at its core.  Architectural static struc-
ture and dynamic functional organization of any operating 
system (OS) in general are so complex that only 
continuous evolutionary, i.e., iterative approach to 
development or redevelopment throughout the produ-
ction-use phase is common practice. SDN NOS as a 
special purpose operating system with all of its 
complexities also goes through the evolutionary process 
which requires easy extensions, simple updates, upgrades 
and even hot-swaps of software modules at runtime.  

One of the most fundamental rules in software engi-
neering is to reuse old knowledge (patterns), designs and 
existing programs whenever possible.  The reuse rule also 
known as the principle of “cloning and owning” should be 
applicable to all development phases. For instance, at 
compile time reusable software may be introduced as 
libraries, frameworks with ready to reuse plug-and-play 
code objects, etc., while at runtime we may reuse 
distributed service modules, runtime platforms, software 
environments, and so on [23]. Frequently mentioned term 
“Application Program Interface” or API implies the 
interface of the software under development with the 
reusable software. The API concept has been recently 
extended beyond the simple runtime stack-based “in 
process” thread jump to the linked library routine. 
Grasping modern SE extended API concept has been one 
of many problems that authors of this work had to deal 
with.     

Depending upon the level of the development complexity 
of monolithic software systems, the principle of “design 
by reuse and for reuse” may lead to the following 
strategic approaches: 

• Cut-and-paste or macro-based approach [24], 
• Library or linker based approach, 
• Framework or execution-container based approach, 

and 

• Hybrid mix framework with libraries approach. 

All current SDN NOS solutions, including the ODL 
project considered in this work, are based on some sort of 
a reusable framework supported by a set of class libraries, 
i.e., on the hybrid approach to the software reuse. Figure 5 
illustrates the general hybrid architecture of the ODL 
NOS software system with the custom developed code 
reusing framework and Java class libraries. 

 

Figure 5: Hybrid mix, a framework with libraries as 
architecture super-pattern of software reuse. Framework 
provides reuse of the macro-architecture design and code 

while libraries provide only code reuse. 

A framework is ready-made, semi-finished, standardized 
reusable initial skeleton code that can be customized into 
a complete version of the software product by: 

• Modification (not recommended), or 
• Object-oriented extension and composition adding 

new custom code (recommended) 

Development process at compile time starts with the 
framework. At runtime, when software execution begins 
the first program to start is the framework, (See Figure 5 
point 1). The fact that developer’s custom code is 
controlled by the framework as external program 
demonstrates the so-called inversion of control (IoC) 
principle. With the IoC, a custom developed code is not 
where the initial thread would start running (point 2 in 
Figure 5). Framework code controls software system 
static structure and runtime execution control flow too. 
The framework calls back into a custom code. IoC lacks 
explicit and clearly visible deterministic control sequence 
which oscillates between the framework via callbacks and 
the custom code so that debugging becomes quite hard.  

A framework may be: 
• White or clear box framework, or 
• Black or opaque box framework 

Developer unfriendly clear box framework requires that 
user-programmer understands framework source code.  
With the clear framework, user-programmer can use 
inheritance to extend identified classes or implement 
interfaces of the framework. The term “clear framework” 
is more intuitively appealing than the term “white 
framework” while occasional use of the term “transparent 
framework” is improper. Clear box framework is also 
known as a source code developer’s framework or 
compile time framework.      

A black box or opaque framework is an interface and 
composition based framework that does not necessarily 
require user programmer’s knowledge of the framework’s 



  

source code internal implementation. Customization of 
the black box framework based system requires the 
simple use of the exposed framework interface. The 
developer designs and deploys framework interface 
compatible objects known as components or plugins. 
Black box frameworks are commonly delivered compiled 
as end reuser development platforms. Detailed interface 
documentation is all that is needed by the custom code 
developer. We consider black box framework as a 
runtime framework and use it as the initial SDN NOS 
controller building block. Black box frameworks provide 
better modularity and module isolation and are more 
developer friendly.    

The framework is problem domain specific and 
maximally reusable design pattern and software at the 
same time. API libraries are more general and less 
domain-specific programs that provide a reduced scope of 
reusability. Complementary blend of the framework and 
APIs is well used in the SDN NOS ODL implementation.    

Development productivity and runtime performance are 
two conflicting software engineering requirements. This 
fact is quite well illustrated in the NOS-stack design and 
development case. For instance, the use of object-oriented 
language such as Java with the huge class library base 
was natural productivity driven choice for the complex P2 
plane SDN software development.  

Frameworks are software reusing productivity solutions 
that may involve unnecessary code which may increase 
the overall size of the system. Studying framework 
documentation and learning how to use it takes a long 
time, sometimes longer than developing a specified 
system from scratch. Since P2 SDN controller system 
involved sizable complexity and need for evolutionary 
development using a framework was unavoidable.  

 

5. OPENDAYLIGHT SDN CONTROLLER  

As software engineering project OpenDaylight (ODL) is 
one example that best demonstrates the use of the state of 
the art SE technologies, from the Domain Driven Design 
(DDD), Model Driven Architecture (MDA), to the 
framework based component software engineering with 
dynamically reloadable modules.  

 

Figure 6:  Open Daylight (ODL) P2 controller basic 
architecture with functional plugins integrated via service 

adaptation layer. 

ODL is a highly available, extensible and scalable multi-
protocol open source P2 controller framework built for 
license-free SDN deployment. ODL is open source 
RedHat Foundation project powered by Java technology.      

Through the so-called scoping process developers are 
making decisions what controller functionality to support. 
Default basic functionality that any SDN controller must 
have is represented in the general architecture layout 
shown in Figure 6.   

All functional custom code objects are developed as ODL 
framework plugins or code bundles. Developing a plugin 
does not require modifying the framework code. A plugin 
is a composition code module developed to extend 
framework functionality. A plugin is developed separately 
from the framework and can be added to or removed from 
the framework even at runtime, (can be deployed/loaded 
or unloaded dynamically by the system administrators). 
The dynamic feature of the ODL system is facilitated by 
the special deployment tool named Karaf.    

Besides the framework and the API libraries as reusable 
code, individual plugin components can be reusable and 
shareable open software too. A plugin can be delivered by 
a third party, and installed within a framework by the 
application administrator. In case of the ODL controller, 
there exist over 1000 plugins developed by different 
teams and available for free reuse. These plugins reuse is 
narrowly focused on SDN functionality and as more 
specialized are on average larger than general more 
reusable components. The basic “use or reuse” rule states 
that “the wider reuse the smaller footprint and the more 
narrowed focus the larger is component code footprint.”  
We expect that when the learning curve reaches its 
saturation, and we all learn enough about the SDN 
problem domain, some other, not yet known technology 
will be applied to the overall controller footprint 
reduction. The general rule in the field of secure software 
engineering states that systems with larger footprint are 
less secure and are harder to defend.     

Building up overall software system by working only on 
new modules is the most desirable software engineering 
feature of object-oriented, object-based and service-
oriented RESTful technologies. In simple terms, 
modifying software by not modifying anything but by 
well-outlined addition is the most robust software 
development strategy on which object oriented and object 
based approaches rest.   

 

7. SERVICE ORIENTATION OF THE NOS STACK 

Framework container and component-oriented archite-
cture may be viewed as a loosely distributed architecture.  
The limiting factor of holding all system parts and 
handling all messaging by a framework container was one 
reason to isolate some architectural components outside 
of the container and use them as distributed services. By 
decoupling certain components as services, these services 
became reusable by more than one application at runtime. 
Apparently, distributed architecture facilitates software 
reuse both, at compile time and at runtime. Literature 
names resource sharing as the primary reason of 
architecture distribution, while we highlight software 
engineering need to share code as a reason to distribute 



  

NOS stack software in all planes. Using a service as 
architectural element represents new design super-pattern. 
By using distributed architectures based on services large 
monolithic applications could be simplified in all software 
lifecycle phases, (design, development, deployment and 
runtime phases).  

Service-oriented software architecture (SOA) is distri-
buted architecture with several specific attributes which 
can be summarized by the following definition. 

Definition 2:  SOA is a design paradigm, a super-
pattern, a principle, architectural blueprint or a rule 
how to design distributed software system with 
minimum two communicating modules, one being 
service consumer and the other service provider, 
supported by the messaging protocol that guarantees 
maximized service provider reusability. 

To accomplish maximized service reusability, SOA must 
have: 

 Minimized service logic, and 
 Service-specific application protocol layer that 

enables introspective service description, 
advertisement and simple access, (Protocol simplicity 
is essential service feature). 

SOA architecture is asymmetric, meaning that service-
consumer and provider have different structure and 
different ways of using common messaging protocol of 
minimized query/response dictionary and verbosity. Basic 
SE principle implies that protocols of minimized 
verbosity result in maximal distributed modules decou-
pling.  

In a complex distributed system such as a NOS stack, 
traditional monolithic service logic had to be re-factored 
into a set of smaller and more reusable services, (Server 
architectures had to be made distributed, [24].  

Two general classes of service based architectures may be 
distinguished: 

 Service Oriented architecture (SOA), and 
 Micro-service based architecture (μSOA). 

Services may be composed into custom-services. 
Customized SOA service runtime chain of service 
consumers/providers may concurrently serve multiple 
applications with composed super services. Inter-service 
dependency in the SOA service chains may result in 
problems of dependency tracking and management, which 
is one of the major issues that designers and developers of 
the NOS stack have to deal with.  

 

Figure 7: Two layer structure of the service protocol.  

It is important to recognize the existence of two layers in 
the structure of the application communication protocol 
used in SOA solutions. As shown in Figure 7, service 
specifics messaging details are handled in the upper layer 
by the service-specific protocol (e.g., SOAP or REST) 
and more generic messaging (more reusable messaging) is 
handled by the lower service-independent protocol layer, 
(e.g., HTTP). 

 

Figure 8: UML diagram of the SOA application 
protocols.   

The “use or reuse” rule is the best demonstrated by the 
concept of the RESTful service which is extensively 
applied to SDN controller interface design.   

  

8.  REST API IN THE NOS STACK 

Whenever possible (in case of P1-P2 or P2-P3 commu-
nications), NOS stack development teams are employing 
the so-called RESTful service APIs and service-oriented 
architecture approach. To gain an appreciation for this 
approach to massive software distribution, it is important 
to distinguish at two basic server elements: 

• Service, and   
• Resource.  

Service element involves a call to some function or 
method to perform a certain activity. Functionality and 
performance are key attributes of a service. A resource, 
on the contrary, does not imply functionality and 
performance but focuses on the result of some abstract 
encapsulated functionality needed to provide a resource.     

The well-known argument in favor of architecture 
distribution is client and server development effort 
disassociation. Ph.D. dissertation of Roy Fielding [25] has 
clearly described that such disassociation could be 
maximized, not by means of a new protocol, but by using 
new SOA derivative known as REST. REST stands for 
REpresentational State Transfer client/server architecture 
specification which among several things proposes that a 
RESTful session-state is held in the client. The client 
maintains and provides all data needed by the server to 
process new requests. A RESTful server is stateless and 
“ignorant” of the past request/response session activities. 
This runtime server independence of the client greatly 
simplifies server development and security, (Stateful 
protocol based servers are easier to attack than stateless).   

REST architecture approach has been inspired by the 
HTTP protocol specification of which Roy Fielding was 
one of the principal authors (Englishman Tim Berners-



  

Lee is being unfairly distinguished as the sole inventor of 
the Web and the HTTP [26,27]). As illustrated in Figure 
9, architecture and protocol are two interrelated but 
distinct items, where architecture may include protocol 
specification. A RESTful protocol such as HTTP can be 
used to expose encapsulated RESTful server functionality 
as a service.   

 

Figure 9: REST architecture. 

To better understand service oriented RESTful service, 
interface, and API, one should observe that the Uniform 
Resource Identifier (URI) used in the service query does 
not refer to the server functionality (e.g., … 
/computeResultX) but instead refers to the static Web-
page-like resource (e.g., … /ResultX). Referring to the 
result or a resource, server-end internal functions can be 
freely modified and renamed at server developer’s will. 
RESTfull API allows server components to evolve 
independently of the client and vice versa. Some refer to 
RESTful architecture as a resource-oriented REST design 
pattern that uses the concept of a resource instead of more 
platform-specific objects or methods.    

Tracking the state changes of the client/server session 
may require a deeper knowledge of the server func-
tionality on the client developer’s part, which is known as 
the client/server coupling problem.  Representation of a 
resource encapsulates (hides) resource dynamic 
generation and delivery mechanisms. REST-based 
architecture ensures maximal decoupling of the client 
from the resource providing server and provides a clean 
separation of concerns. Maximal decoupling requires that 
client only has a reference or identifier of the resource and 
know nothing about the server-side software that 
produces and delivers the resource. Having most of the 
modern server-side projects being subjected to continuous 
modifications, updates, and upgrades, maximal 
client/server decoupling provides maximal server 
development freedom. This freedom is nowhere more 
desirable than in the case of the NOS stack project. 

 

9. SERVICE ABSTRACTION IN THE SDN 
CONTROLLER 

To accommodate consumer service needs service 
exposure can be made dynamic, and may vary at runtime. 
Runtime options of the given service interface are referred 
to as a service contract. Service contract covers mini-
mized description and advertisement/exposure (Service 
Discovery Protocol in Figure 8) of the given service. Self-
described service may be introspected. i.e., meta-queried 
(Self Description Protocol in Figure 8), to provide its 
encapsulated capabilities and public interface options 
[28]. This “talkative” service feature is of great runtime 
functional benefit but may present a serious security risk. 

Minimization of the contract reduces service-consumer 
dependency, reduces service-consumer coupling and 

increases the number of possible different service users, 
(i.e., expands service software runtime reusability). 
Service consumer and service implementation should be 
as much as possibly independent (decupled). Smaller 
consumer contract dependency reduces 
consumer/provider coupling. The same way as Java 
abstract class and interface would hide concrete 
implementation logic, service abstraction through 
minimized contract is the way to hide the unnecessary 
details about the overall functionality and the internal 
details of the service.  Service abstraction enables easy 
introduction of the new service versions through the so-
called service evolution. Exposed details about a service 
are advertised or published with the reduced description 
to be used in the service contract leaving all missing 
details abstract to the consumer. 

 

Figure 10: UML model of the service abstraction layer 
isolating Policy and Utility layers. 

Abstraction can be understood as the simplification 
oriented modeling. Abstraction is a mental process of 
suppressing, ignoring or neglecting selected set of details 
related to the modeling target. As the primary SOA design 
principle service abstraction demands publishing of the 
minimized (most abstract) service description to be used 
in the service contract.  

Service-specific upper application protocol layer (Figure 
7) is in charge of handling service location, access 
control, and service use rules (Figure 8) which determine 
service contract options. Given service contract must be 
the only way consumer may access service internal logic 
and data. Service abstraction viewed as SOA design 
supper-pattern that guarantees minimized application 
protocol upper layer which is highlighted in Figure 7.  

In order to decouple P3-P2 northbound (NB) from the P2-
P1 southbound (SB) protocols, the P2 architecture 
employs service isolation through the service adaptation 
or abstraction layer (SAL) shown in Figure 6. P2 ODL 
architecture is implemented as a component container 



  

with plugin modules used for all required functionality. 
ODL project has initially relied on the API Driven 
Service Abstraction Layer (AD-SAL) to separate the SB 
from the NB service protocol plugins. The service 
adaptation layer enables NB software development 
compatible with the SAL avoiding constraints imposed by 
SB programs or protocols. Figure 6 shows layered P2 
ODL controller architecture with SAL as the central layer 
being in charge of communications between multiple SB 
and NB plugins.  

Fundamental pattern of the service adaptation or 
abstraction is described by the UML model shown in 
Figure 10. Reduction of dependency of the upper layer 
from the lower is implemented by the pair of interfaces, 
(Policy-Service and Mechanism-Service interfaces).     

By definition, dependencies are all objects that given code 
must use to operate.  In layered architectures, lower 
layer’s objects are dependencies of programs in the upper 
layer. Since dependency existence implies code coupling, 
it is desirable to minimize dependencies whenever 
possible.  One way of reducing coupling with 
dependencies is dependency inversion principle or DIP 
pattern.   

DIP pattern use makes higher level objects less depend on 
the lower level objects by having both level objects 
depend on abstractions, (e.g., interfaces as shown in 
Figure 10) and not on known functional concrete objects. 
Figure 10 illustrates dependency abstraction through 
dependency inversion using two interfaces. Development 
or replacement of the upper or lower layer object 
implementation should not violate the “expectations” of 
the interface users. Liskov Substitution Principle (LSP) 
[29] states that subtype or subclass may replace the 
supertype or superclass without any loss of functionality 
"promised" by the supertype to its users. This concept is 
also known as strong behavioral subtyping principle.  

To reinforce DIP concept clarity, Figure 10 highlights 
interface locations in the UML model. The interface to the 
lower layer classes is under control of the upper layer 
package developers so that lower layer class decoupled 
from the upper layer class appears semantically 
depending upon the upper layer design. The perspective 
of the lower layer abstract ownership is shifted to the 
upper layer design team. Policy or high layer code should 
not depend on implementation details of the lower layer. 
On the contrary, the lower layer details should be 
influenced by the higher layer policy and the interface. 
DIP overrides well-known abstraction of the lower level 
dependency via the interface and transforms it into the 
dependency inversion. 

The DIP is the main conceptual SAL design guideline. 
DIP and SAL help developer understand how to correctly 
bind SDN ODL system parts together and have SB 
plugins implementation depend on the higher-level policy 
abstractions which enhances overall ODL system 
cohesion. 

DIP application is enhanced by another conceptual 
approach which is known as the Dependency Injection 
(DIj) pattern. DIj proposes that each object requires all 
dependencies to be created by the Dependency Injection 
Container (DIjC)  which would maintain a map of all 

object dependencies and logic how to create all 
dependencies. Custom code of Figure 5 does not create its 
dependency objects but has all dependency objects 
pushed into the code from the outside by the DIjC 
framework. Dependencies are injected into the code 
through the above mentioned IoC inversion of control.  

IoC and DIj have custom code dependencies injected 
from the context or framework and so decouple given 
code from the construction of its dependencies, i.e., from 
the lower level implementations making code cleaner, 
easier to extend/modify and reuse.  

By not controlling the creation of dependencies and by 
“asking” framework DIjC to create dependencies, DIjC is 
charged with the task to resolve complex dependencies 
what appears to be much easier and more transparent than 
the solution that would leave dependency resolution to the 
original code. DIjC performs this task by consulting 
external configuration files instead of using builtin hard-
coded dependency data. Changes in dependencies require 
only DIjCand configuration files update leaving custom 
code to remain the same. 

 

10. MODEL DRIVEN APPROACH TO NOS STACK 
DESIGN 

Model Driven Architecture (MDA) is a paradigm-shifting 
software engineering technology that makes a model, and 
not a program, a primary software artifact [30]. MDA 
makes software development a process of transformation 
of one model into another. Each transformation output is a 
new model that is closer to the desired program than the 
input model. Starting with the original Platform 
Independent source Model (PIM) after one or more model 
transformations, the final desired program or Platform 
Specific target Model (PSM) can be obtained.  

Using precise enough model instead of a program 
increases the level of abstraction and freedom to flexibly 
implement final complex software. Being portable and 
interoperable, models appear as super-programs that are 
convenient for distribution between diverse platforms in a 
form of program-containing-messages. Models are much 
easier to verify than programs, and much harder to 
undetectably hack. Model verification is a necessary step 
before model acceptance for transformation and final 
execution. For instance, not trusted Java applet must be 
functionally constrained, while received model-message 
may be trusted, transformed into a program which is 
allowed to have more of the local functionality. This 
feature of model distribution instead of explicit program 
distribution has found excellent use in the implementation 
of the NOS stack.    

An important application of Model Driven Development 
(MDD) to open source NOS development is YANG 
project [31], (YANG originates from “Yet ANother 
LanGuage” or “Yet Another Next Generation”). YANG 
was developed by the NETMOD of IETF in 2010, to be 
used as a domain-specific modeling language for the 
description of Network device Configuration 
(NETCONF) protocol data [32] and protocol operations. 
In general, network TP device management involves 
configuration data and device state data accompanied by 
the applicable instructions, constraints, and notifications. 



  

Like documents, YANG models have descriptive tree 
structure involving a number of original built-in and 
custom made data types.  Constraints can be individually 
targeted at tree nodes using XPath expressions (See RFC-
6020). YANG uses a compact SMIng like (Structure of 
Management Information new generation [33]) easy to 
use syntax (Similar to the equivalent XML YIN language 
syntax). As a schema style language, describing what can 
be done to data, YANG can be used to describe how to 
build Java programs or JSON and XML document trees.   

Using model-driven YANG/NETCONF approach P2 
control has an option to apply DBMS-like ACID 
transaction management to every sequence of P1 
configuration instructions. The P1 device acts as a 
NETCONF protocol server. Unlike the traditional 
command line interface (CLI) with SNMP, 
YANG/NETCONF SB configuration command sequence 
can be rolled back at any point in the configuration 
session. ACID transaction management guarantees 
consistent configuration data in the P1 data store.  
NETCONF management protocol defines 
configuration/operation data and applicable CRUD 
operations on defined P1 data stores. 

NETCONF message format allows message format 
customization via XSLT transformation. A result of the 
P1 data store query about services, topologies or policies 
can be transformed using XSLT from a general vendor-
independent to a P1 device-specific format [32]. 

Model-driven development (MDD) approach draws also 
on the experience and isomorphic parallels with 
functional Lambda-like languages that avoid the use of 
variables and state changes caused by the past program 
activities. In case of complex system architectures, not 
programs but models may be used to avoid dependencies 
upon programs made in the past. This general guideline 
enhances program robustness and security hardness.  

Model-Driven Service Abstraction Layer (MD-SAL) is 
the current version of the SAL implementation in the 
ODL system. MD-SAL implements model-driven design 
concepts to robustly and securely decouple (disassociate) 
the NB application API from the SB protocol plugins, 
(e.g.,  OpenFlow, NETCONF,  SNMP, IoT, OVSDB, and 
so on).  

MD-SAL uses YANG as the modeling language for ser-
vice and data definitions. 

 

11. ODL AND OSGi 

ODL is one of the projects of Linux Foundation 
administered by the Technical Steering Committee (TSC) 
[34]. Projects such as Open Distance Learning (ODL 
[35]) or Object Definition Language (ODL [36]) have to 
be distinguished from the OpenDayLight SDN controller 
project and software system.    

Besides ODL, TSC maintains focus on the projects such 
as     

• Software for forwarding elements on the southern 
side of the controller [37,38], and 

• Network application software on the north-bound end 
of the controller, (e.g., DLUX project [39, 40]). 

As an open source project ODL has the following open 
goals:  

• To produce customizable code base that covers core 
SDN controller functionality, 

• To help grow a technical community of contributing 
developers, and  

• To broaden compatible equipment vendor base. 

ODL project is structured into releases of successful 
versions named in the order of elements in the Mendeleev 
Periodic System of elements. Hydrogen was released in 
2014 as the first version with 13 projects and  1.3 Mlines 
of code, Helium released in April 2014 had 25 projects 
with 2.1 Mlines of code, Lithium released in November 
2014 with 40 projects had 2.3Mlines of code, Beryllium 
was released in July 2015, Boron was released in March 
2016, Carbon was released in September 2016, and 
Nitrogen in June 2017 [41]. The number of related 
projects and lines of code kept steadily growing.    

ODL provides a model-driven service abstraction 
platform that enables easy integration of plugin modules  

from diverse sources and teams. 

Java provides language based productivity technology 
with fair dynamism based on flexible dynamic linking. 
ODL project has started with Java as the language of 
choice and OSGi as dynamic Java component service 
platform. Open Services Gateway initiative (OSGi) is an 
alliance of companies formed in 1999 to start royalty-free 
open standardization of dynamic Java component 
software platform that is now known as OSGi.  

OSGi has been adopted as the most convenient approach 
to the development of the P2-plane framework based 
software system. Basic OSGi service components known 
as bundles are Java jar files. OSGi bundles can publish 
their services dynamically, can find and bind to other 
services through a service registry, and as service 
providers may appear and disappear at runtime. Dynamic 
nature of the OSGi platform implies that components can 
be hot-swapped (hot-added/loaded or hot-
removed/unloaded) at runtime, without having to restart 
software system or reconfigure it manually. Using special 
deployment tools, bundles can be installed, started, 
stopped, uninstalled and updated at runtime. Visibility of 
the bundle content is enabled via APIs. OSGi is capable 
of tracking bundle version numbers and inter bundle 
dependency graph keeping the same bundle of different 
version wherever needed in the bundle-graph.    

Like Java beans, OSGi bundles can provide state-data 
persistence, transaction management capability (Standard 
ACID rollback or commit functionality), and application 
of the web RESTful technologies.  

A bundle is a group of Java classes and additional 
resources accompanied by a package-manifest 
MANIFEST.MF file which details bundle content and 
dependencies. Special building (Maven) and deployment 
(Karaf) tools are needed to use bundle manifest files and 
organize the ODL system at compile and runtime. 

 

12.  DLUX PROJECT IN THE APPLICATION 
LAYER 



  

Network applications P3 plane is where the so-called 
network orchestration, i.e., automation, or adaptation 
takes place. In the P3 plane, we find applications handling 
network traffic engineering problems and provide friendly 
network operator or administrator productivity oriented 
user interface.  

ODL graphical user interface, i.e., openDayLight User 
eXperience (DLUX) and OpenStack Neutron Cloud 
Computing management system are examples of P3 plane 
network applications. Figure 11 illustrates basic P3 plane 
DLUX system architecture.   

 

Figure 11: Network management application layer. 

DLUX is based on the Web front-end stack of 
technologies (HTML, JavaScript, CSS, SVG, JSON, 
node,js, and JavaScript libraries such as jQuery, Angular 
JS, etc.). A Web browser built in object framework 
powered by the HTML and JavaScript is used to 
implement friendly dynamic graphics- based user 
interface. Details of DLUX implementations are beyond 
of this paper scope and will be covered elsewhere. 

 

13.  CONCLUDING REMARKS 

SDN and networking using software simulated TP 
devices known as NFV represent a true paradigm shift in 
transforming traditional computer networking and 
network security into a software engineering discipline. In 
simple terms, modern network design requires the use of 
complex software architectures and software engineering 
principles or patterns. The main purpose of this work is to 
highlight exemplary software projects of this 
transformative network technology revolution and to 
highlight the hardship that networking specialists had to 
go through in adopting and implementing SDN and NFV.       

 
 

Figure 12: Hierarchy of software management tools.  

The central project discussed is ODL, a collaborative 
open source project and complex SDN controller software 
system that has employed almost all currently known 
software engineering solutions and best practice 
principles. ODL modular architecture has enabled 
distribution of development labor in a form of individual 
projects that govern and manage each module. In an 

attempt to securely apply a tremendous amount of the 
NOS stack open source code, authors of this work have 
dissected entire OvS, ODL and DLUX software systems, 
while going through series of poorly documented modules 
and assumed software engineering rationalizations. 

Complex software systems such as ODL are made of 
hundreds of inter-related parts that have to be tracked and 
integrated, (i.e., the system has to be built), into a perfect 
(bug-free) harmony for deployment. A large number of 
parts and interdependencies demand that reliable 
automation tools be used to consistently assemble 
compiled code parts. Such tools are known among 
software developers as Software or Source-code 
Configuration Management (SCM or S/W-CM) tools (See 
Figure 12).  

In complex systems, any systems part change may require 
reassembly and realignment of inter-dependent parts. In 
general, the system configuration is a duty delegated to 
system administrators. This is true only at installation or 
production time. However, software system at compile 
time, under development, requires specific and much 
more complicated configuration management procedures 
that SCM tools can easily handle. Authors expect that 
new Java 9 modular development support will help reduce 
problems regarding ODL complexity and security 
management.    
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