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Abstract: Maintaining electronic data security at the highest level is an imperative in the modern business environment. 

In the exploration of new ways to improve defence, through making reports from analysis of attacks and defence 

strategies, the new idea was born – to use big data for assembling those reports. Big data enables early detection of 

attacks and tracking down real adversary. The problem addressed within this paper is how big data is being used and 

how it will be developed in the future. Implementation of the big data within the context of cyber security can only intensify 

during the following years, and the solution for the problem is still being built. There still exist a wide variety of areas 

which are yet to be identified as prosperous in terms of big data application.  
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1. INTRODUCTION  

Possibilities for exploiting big data are growing and cyber 

security is set to benefit from it. Starting from the 

beginning of the new millennium, the role of big data was 

evolving from monitoring websites and social networks, to 

more complex and socially significant ways of 

implementing, e.g. healthcare, scientific experiments [1], 

and cyber security. Big data can both enhance the cyber 

defence and harm it. Therefore, before starting to improve 

security with huge amounts of information, the information 

that has been already gathered needs to be protected. Due 

to the fast development pace of big data, there is a strong 

need for keeping up with the innovations. Conveniences of 

big data are being discovered daily and its utilization rates 

are on the rise. Certain problems appeared in pursuing the 

increase in efficiency of data used, that need to be tackled 

with new solutions. 

2. BACKGROUND 

Daily amounts of information exchanged are enormous and 

the trail individuals leave is more than considerable. 

Presence of electronic devices in everyday life is massive. 

Every device that requires an exchange of information can 

collect data or submit it, but the emphasis is not on how 

much data it collects but on the quality of it. Creating the 

web with the goal of catching as much solid data as 

possible requires effort and considerate expertise. Some 

general guidelines for avoiding misuse of gathered 

information are: proper collection of information, having 

an expert in the addressed field analysing it, and ensuring 

not to fail to consider the factors such as the volume, 

velocity, variety, and variability of the information [2]. The 

complexity of information is a new specification that seeks 

further attention. It is required to extract essential 

information and data patterns from the large quantities of 

data and to correlate these to other parameters that are 

being taken into account. Correlated relationships, 

hierarchies, and multiple data linkages are the keys of well-

organized frameworks, all of which are susceptible to 

external influences.  

Compromising any information or a role of another 

persons’ computer, hand-held device or an IoT device can 

be addressed to as cyber-attack. Cyber-defence represents 

the protection from such attacks and it is not one-time fight. 

Rather, it is a continuous war with threats originating from 

different sources one has to fight for to win. Based on the 

type of damage the adversary wants to achieve, there are 



 

  

more than just one type of an attack. The most common 

ones are malware, phishing, a variety of attacks on 

passwords (e.g. brute-forcing, rubber-hosing, rainbow 

table attacks or key-loggers), Denial of Service (DoS) 

attacks and drive-by downloads [3]. Privacy adversarial 

actions address data or identity theft, while destructive are 

ones, such as blackmailing (e.g. adversary-recoverable 

deletion, such as ransomware based encryption), secure 

wiping or making data unreachable in any other way as 

long as an adversary can achieve. These actions are hell-

hammering the privacy, integrity and availability of the 

information. 

It shouldn’t be underestimated that the primary defence of 

any organization is a common sense [4]. Awareness of 

what could jeopardize the system needs to be increased 

between every person in touch with any part of it. 

Regularly patching firewalls, updating firmware and 

setting strong passwords became essentials of cyber 

security.  

Additionally, there is a new star in the field of cyber 

security improvements – big data. 

3. THE CURRENT ROLE 

New ways of improving cyber security are constantly being 

discovered and one of the most promising ones is 

improving detection through the complex analytics of 

information from different sources. Assembling a 

complex, analytical and centralized infrastructure with 

high-speed ingestion and ability to identify changes in used 

patterns, that is efficient enough to generate reports as close 

as possible to real time is the right way of improving cyber 

security. Application logs, network events, and user 

activities are fundamentals of advanced analytics. The 

organization is crucial in receiving large amounts of 

current and historical data. This information is enhanced 

by implementing additional context data and external 

threat intelligence. Apache Hadoop and inexpensive 

hardware are the main contributing factors to this 

possibility, as they also enable clients to store and analyse 

huge amounts of unstructured data in real time. The 

anatomy of big data enhanced security is machine learning, 

text mining and ontology modelling that would be effective 

in predicting, detecting, deterring and preventing the 

attacker from having his way. The possibility of 

automating the disrupting of malware attacks is a very 

welcome idea and a future goal of improving cyber 

security.  

Intrusion detection is a part of the defence that got better 

with big data. It improves it by posting red flags on possible 

breaches and minimizing the damage. Prevention of an 

attack can be achieved but the likeliness of it makes 

determining the identity of the attacker more important. 

Other than holding someone responsible, it is crucial to 

find out if any data was stolen, what was stolen and if 

something was damaged by the attack. Systems that hold 

sensitive information highly require this to ensure the 

clients safety and if they can continue to use the service 

with the same credentials. Diversity of the data used for 

analyses can improve detection but it can also worsen it if 

too many features have been used. Features have to be 

properly selected and changed as new types of attack 

emerge. One of the methods is to remove misleading data 

that will improve data classification time [5]. Sets of 

features are an important part of the peer to peer network 

detection framework along with the traffic sniffer module 

and machine learning. These systems were made for 

detecting botnet attacks and the core of them is Apache 

Mahout that is used for building predictive modules. 

Traffic sniffing collects the data into successive PCAP files 

of a specified size using the capture ring buffer option, 

feature extraction continues with Apache Hive enabled 

feature selection that helps picking relevant ones for the 

problem and machine learning is at the end using Apache 

Mahout for model training and classification purpose [6]. 

Big data security consists of keeping safe the data 

uploaders, data users, and society.  

4. CHALLENGES  

Currently, known limits to using the full potential of big 

data are for some users’ resource wise but those who are 

not limited materialistically lead the battle against the legal 

system as it is because of the people that abused it. Latterly 

data privacy was a controversial subject and still is to those 

that it matters to. Information on one’s habits or interests 

always holds a value to someone. Product placement or 

keeping track of someone in either way are serious 

violations if they are not approved in some way by the law 

or if the person was not aware and did not agree to that type 

of data sharing. Hidden data and metadata have been 

discovered in PDF files, further increasing the security 

risks and complicating the data gathering [7]. Not 

collecting relevant data is another problem that needs to be 

tackled by good organization and planning ahead, but if the 

inadequate person is writing the reports based even on the 

correct information everything falls apart. Being a good 

analyst and informed on the matter are an imperative traits 

of a person fit for the job. There will always be people who 

will not even care to give it a try. This to blame are low 

awareness of the benefits and lack of investments in this 

sector. 

5. IMPACT  

One out of five businesses implemented big data in their 

security systems, but more than half of them experienced 

huge benefits and all of them observed some [8]. Currently, 

the most talked about new trend in informational 

technologies is big data [8], while being around since the 

second half of the 20th century, its popularity started rising 

not too long ago. Importance of big data security analytics 

is ascending and in the near future it will be necessary for 

preventing attacks. Currently, the biggest challenge is 

bridging the gap between the perceived importance of big 

data security analytics and actual implementation. Big data 

made it into a lot of topics that include improving cyber 

security, now it has to be heavily implemented and to 

increase its usage.  

6. FUTURE TRENDS 
 

Promising new field of operation for gathering data is the 

deep web. Nature of this network does not allow putting 

any number on its size and only given fact is that it is a lot 



 

  

bigger than the surface web. The use of big data analytics 

in deep web is extraordinarily difficult because it resists 

classification and quantification. Considering its 

comparison in size we come to a conclusion that it holds 

larger amounts of information. This makes it a gold mine 

for someone withy enough to gather it [10], since the deep 

web does not operate the same way as every other network, 

meaning that the information that can’t be found on the 

surface will be buried deep but still waiting for someone 

interested enough to find it. 

 
 

Image 1: Graphical representation of peoples’ response to 

big data [9] 

 

 

Cloud storage is following up to big data as an IT trend, 

taking up third important spot right after IT security. Gains 

from using cloud storage are not just equipment wise. 

Many cloud services provide valuable assets like machine 

learning, advanced analytics, content serving, archive and 

disaster recovery [11]. To possess these tools upgrading the 

network infrastructure or acquiring third-party data 

migration tools would otherwise be required. Combining 

cloud storage and big data is for the majority of businesses 

considered an advanced technique and is yet to be 

explored. 

 

Future of harvesting more data holds in connecting 

everything and making everything online. Smart homes 

and cars are an example of mass data users and can be 

exploited in collecting it and putting it to good use. Not 

only this expensive and big things are getting connected. 

Smart watches were one of breakthrough items that got 

connected to smartphones. They collect data on user’s 

daily activities and keep track of his health. The goal is to 

make smart cities [12] in which every part of them will be 

connected to a network of some sort and communicate with 

each other. This is beneficial because it could reduce waste 

of power and lower pollution.  

 

To make the analysis from stockpiled data available sooner 

is starting to become an obstacle that seeks consideration. 

To those who results from analysing matter need them to 

be available and actionable faster. The problem lays in time 

elapsed to write reviews.  To make this easier certain tools 

had been made and more of them are in making. Currently 

available are Jaspersoft BI Suite, Pentaho Business 

Analytics, Karmasphere Studio and Analyst, Talend Open 

Studio, Skytree Server, Tableau Desktop and Server and 

Splunk [13]. To invest in such software is essential and as 

a subfield of big data, it has great potential to grow.  

 

7. CONCLUSION  

From the tools available with big data stored in the cloud, 

cyber security gets a highly efficient combination of 

flexibility and accuracy. Vast options for optimization of 

analytics levelled the cyber warfare. Problems that emerge 

can be solved by raising public consciousness of the 

benefits of big data. Enhancing security systems with it is 

expensive, but if the society adopts it as a standard, like 

everything else when it hits wholesale the prices of it will 

drop. Recognizing the opportunity at this moment will pay 

off when the early responders develop their security 

systems to the maximum. Those who chose to sleep on this 

advancement will miss out a great part of cyber security 

and will tackle problems following up to the standards that 

future holds. Unquestionably finding its place, big data 

made a huge impact on cyber security. Having all the 

possible information was known to be the best since ages 

but the trend of using it most efficiently and quickly as 

possible is taking its place in the cyber world. 
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