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Abstract: The objective of the present study is to outline a conceptual reference model for defining meta architecture of 

information security system, implementing key holistic system principles of synergy, interconnectivity and object-, agent-

oriented modelling approaches, keeping at the same time opportunities for: reusability, interoperability, easy deployment 

and scalability. During this process of architectural development the standards IEEE 1471 and IEEE 42010 are 

accomplished. The current idea aims to establish a universal in some sense, meta modelling of information security 

systems, addressing stakeholders’ multiple views, context concerns and environment. The resulting model is further 

validated through COTS DLP (Data Leak Prevention) system environment.. 
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1. INTRODUCTION  

Nowadays, the most important asset owned by modern 

companies of all industries and sizes is information. Its 

loss, leakage or unauthorized alteration can cause serious 

damages, loss of competitive advantage, and even take the 

company out of the market. Each asset must be adequately 

protected, depending on the risk associated with its loss.  

One of the main goals of Information Security is the 

protection of the information in all possible forms. Past 

experience has shown that Information Security (IS) 

measures within an organization are usually incidental 

based or concern compliance with certain (single) 

legislative regulations necessary for its normal operation. 

Although there are different standards for IS (Common 

Standarts as ISO 27000 [1] [2], NIST “800 series” [3], 

ISACA’s COBIT [4] [5], sector-specific regulations as the 

Sarbanes-Oxley Act (SOX) [6] [7], Gramm-Leach-Bliley 

Act (GLBA) [8], Payment Card Industry Data Security 

Standard (PCI DSS) [9]  and Health Insurance Portability 

and Accountability Act (HIPAA) [10]), dealing with 

different aspects of the IS protection of organizations, they 

in fact  produce a set of good practices and guidelines for 

their achievement. 

The examples when IS is approached methodically and all 

requirements of the standards observed are met is usually 

not that common. In practice, regularly some specific 

information security tasks are addressed, mainly related to 

various incidents (leakage, attack on infrastructure, loss of 

information, etc.), or  newly challenged tasks (such as the 

already adopted regulation on Protection and Processing of 

EU citizens’ personal data (General Data Protection 

Regulation) [11]). 

Two approaches can be used to design an Information 

Security System (ISS) in an organization: 

 Research (scientific) approach – top - down direction. 

It is based on the main goals to the organization’s ISS, 

set by the management, the compliance with various 

legal provisions, regulations and standards, the 

requirements of the users, clearly defined roles and 

responsibilities of the participants, the appropriate 

technologies, which has to be used to protect assets, 

according to the risk they carry. This approach allows 

accurate planning of the different stages between the 

design and implementation of the ISS, the provision of 

adequate budgets, roles of the participants and 

technologies so that everything goes according to a 

plan, taking into account the conflict points and 

minimizing possible problems. An integral part of this 

approach is also the provision of units, tools and 

processes for feedback, business continuity, loss 

recovery, maintenance and continuous training of the 

various actors in the organization’s information 

protection processes. The end result is approved 

organization security policy and an acurate 

implementation plan with clear deadlines. 

 Reverse (engineering) approach – the direction is 

bottom-up. Starting from the day-to-day activities of 

protection of the information assets, gradually on the 

path of quantitative accumulation some degree of 

protection of the organization’s assets is achieved. This 

approach does not use systematization and it is 

impossible to plan, to change the methods of protection 

in case of change of the internal / external conditions, it 

is impossible to adequately spend and allocate the 

efforts and tasks of the participants in the information 

protection process. 

These disadvantages can be avoided by using reference 

models, which represent the structure of IS in the 

organization, i.e. constructing an architecture of an ISS. To 

use the approach, first a framework for architectural 

modeling must be created by determining conventions, 

principles and practices for the description of architectures 

of systems of interest, established within a specific domain 

of interest.  The architectural description of ISS expresses 

the fundamental organization of a system by its 

components, their relationships to each other, and to the 



 

  

environment, and the principles guiding its design and 

evolution [12]. The main purpose of the framework is to 

codify a common set of architecture practices within a 

community and to help the system developers to achieve 

interoperability, model independence when changing 

external or internal conditions, easy deployment and 

scalability of ISS across organizations. In defining of a 

framework for architectural modelling of ISS the main 

concepts related the conceptual model of the system 

architecture description (defined in the standards IEEE 

1471 [13] and IEEE 42010 [14]) are accomplished the 

following: 

 Stakeholders:  Parties (individuals, groups and 

organizations) with interests in the system that 

hold concerns for the system of interest; 

 Concerns: A concern space would be formed from 

the union of all stakeholder concerns, i.e. it has 

the characteristics of an ecosystem; 

 Viewpoint: Capturing the conventions for 

constructing, interpreting and analyzing a type of 

view that is in relation to a specific Model Kind, 

which provides specific forms of representation, 

with its own mini-meta model (What) to address 

one or more identified concerns (Why), via 

associated methods and practices (How) [15]. 

Viewpoint modeling is a kind of meta-modeling, 

whose result is a way to make models (views) of 

a certain kind; 

 View: A representation of the whole system from 

the perspective of a related set of concerns – each 

view corresponds to exactly one viewpoint and is 

addressed to identify system stakeholders and 

answers their identified concerns; 

 Architecture Model: A view is comprised of 

Architecture Models – each model has a model 

orientation which declared the purpose, context, 

and a governing viewpoint. Models provide a 

means for sharing details between views and for 

the use of multiple notations within a view; 

 Environment: Context determining the setting and 

circumstances of all influences upon a system. 

Environment is intended in the widest possible 

sense to include developmental, operational, 

technical, and all other influences, which can 

affect the architecture. These influences are 

categorized as concerns.  

An architecture framework for modelling of the 

architecture of an ISS is shown on Figure 1. 

 

Figure1: Architecture framework for modelling of ISS 

 

The objective of the present study is to outline a conceptual 

reference model for defining meta architecture of ISS, that 

is the first stage of their life cycle. Our approach suggests 

a two-layered conceptual model organized around the 

“Information Security” and “Information Processing” 

viewpoints, which are necessary for description of the 

architecture of an ISS. The resulting model is further 

validated through COTS DLP (Data Leak Prevention) 

system environment. 

2. META MODEL OF INFORMATION 

SECURITY SYSTEM 

There are two approaches for conceptual modelling of ISS 

of interest in the architectural framework sense [16]: 

 Most of the frameworks provide a meta model of 

their intended subject matter. They attempt to 

cover the full range of entities in their domain of 

interest and to codify them once-and-for all and 

offer no provisions; 

 An alternative approach is to construct focused 

and compassable meta models, organized around 

viewpoints or concerns. 

We use the second approach and suggest a multi-layered 

conceptual model of ISS, organized around the viewpoints 

“Information Security”, which will represent our first layer 

and “Information processing”, which will present the 

second layer. The stakeholders that are related to the first 

viewpoint are developers and integrators. Some of their 

concerns are conceptual integrity, deployment, scalability, 

reusability, structure, system properties and others. The 

second viewpoint focuses on information processing, 

semantic of information and relationships between 

information objects.  

The main questions to which an ISS has to answer from the 

viewpoint “Information Security” are “What”, “How” and 

“Why”, we suggest a meta model that consists of six 

components (see Figure 2): Endpoint Protection, 

Communications Protection – (What); Security Monitoring 

& Analysis, Security Management – (How); Data 

Protection and a system-wide Security Model & Policy – 

(Why). 

The Endpoint Protection provides defensive functionality 

to the endpoints (any element of ISS with computional and 

comunication capabilities), including identity, access 

control, cyber and physical security. 

The Communications Protection component is responsible 

for protecting the communication between the endpoints 

via implementing different methods as authentication and 

authorization of the traffic, cryptographic techniques for 

integrity and confidentiality and information flow control 

techniques. 

The purpose of the next two components – Security 

Monitoring & Analysis and Security Management is to 

preserve the state of the system by monitoring, analyzing 

and controlling other components of the system. The 

security policies are implemented by the Security Model & 

Policy component, which directs all other components to 

ensure the security of the data. The protection of the data 

in the system is represented by the last component – Data 

Protection. It covers the protected data, the system 



 

  

management and configuration data and the data collected 

as part of the monitoring and analysis function [17].  

 
Figure 2: Meta-model of “information security” 

viewpoint 

The data can be in one of three states at any given time: it 

can be at rest (on storage device), in motion 

(communications) or in use (processed in applications) 

[18]. This data model could be used for the meta-model 

“Information processing” viewpoint in architecture 

description of ISS (see Figure 3). 

 

 
Figure 3: Meta-model of “information processing” 

viewpoint 

This meta-model present the three types of data states that 

result from the work of available systems and devices: 

 Data-at-Rest – Inactive data, stored in databases, 

workstations and laptops or archives; 

 Data-in-Use – Active data, processed in 

application, printed or copied; 

 Data-in-Motion – Data transmitted by the 

networks, communicated between endpoints, or 

moved with external storage devices.   

 

To protect the different types of data it is necessary to be 

implemented specific Information Security Techniques 

(IST) in the basic components from the “information 

security” meta-model. The data have to be protected 

against loss, theft, unauthorized access and uncontrolled 

changes by applying IST such as confidentiality controls, 

integrity controls, access control, isolation and replication 

[18].  

Figure 4 shows the two layers, which contain the meta-

models representing “Information security” and 

“Information processing” viewpoints, respectively and the 

relations between them: 

 The Endpoint Protection component protects 

Data-at-Rest and Data-in-Use of the endpoints 

through relevant IST, as access control and 

passwords, antivirus, audit trails, physical 

security measures and etc.; 

 Communications Protection component 

protects Data-in-Motion using cryptographic 

techniques, network segmentation, perimeter 

protection, gateways, firewalls, intrusion 

detection, network access control, deep packet 

inspection and network log analysis; 

 Security Management component protects all 

configuration, monitoring, and operational 

data, using cryptography. 

 Security Monitoring & Analysis component is 

responsible for the protection of the data for 

current system state, the monitoring of key 

system parameters and indicators. The typical 

ISTs in this component are cryptographic 

techniques. 

 
Figure 4: Two-Layered conceptual model of ISS 

3. DATA LEAK PREVENTION (DLP) 

SYSTEMS  

Data breaches have been one of the biggest dangers to the 

organizations today. Significant part of the breaches are 

happening due to leakages of information from inside to 

the outside. The traditional network- and infrastructure-

centric security solutions are not capable to detect the 

content of the data and enforce protective actions based on 

its content, value and sensitivity. To be able to prevent data 

leakage from inside the protected network, the IT security 

solution should leverage data-centric approach [19], [20]: 

 The focus must be moved from the corporate 

network perimeter to every workstation/laptop 

individually; 

 The solution should control all data channels and 

transfer operations with contextual controls based 

on “Who”, “How”, “From”, “Where”, “When”;  

 The solution must inspect and filter the content of 

transferred data and to be able to control (allow, 

block, mitigate, audit, shadow, or alert) the data 

transactions. 

These requirements have become the fundamentals of the 

Data Leak Prevention (DLP) systems.  

DLP can significantly reduce the leak of sensitive 

information, resulting from internal threats like human 

error, intentional action or outside breach. The goal is to 

stop the data before it leaves protected environment of the 

organization. 



 

  

Another important functionality of DLP is discovering and 

identifying all sensitive information in the organization in 

order to protect it.  

DLP systems are designed to prevent attempts to steal, 

modify, prohibit, destroy or obtain unauthorized access and 

usage of the data, without interrupting normal business 

processes. They provide identification of the violations, 

threats, risks and vulnerabilities to the data, as well as 

violations of security policies and procedures. They may 

be a part of the organization’s integrated IT security 

system. 

Depending on the location of the protected data channel, 

the DLP systems can be:  

 With focus on servers, global communications 

and data channels of the organization. The DLP 

can control email servers, file transfers from file 

servers, and Internet traffic filtering; 

 Focused on endpoints and local data channels – 

workstations, laptops, mobile devices (e.g. tablets 

and phones). Controlled channels include all 

possible physical ports, personal e-mails, file 

transfer to cloud services and more. 

The typical DLP system includes the following blocks: 

 Data Channels monitoring; 

 Data Channel control and management; 

 Discovery module for Data-in-Rest; 

 Centralized management, Analysis and 

Reporting Unit. 

4. VALIDATION 

To validate the proposed by us approach, we can use two 

methods for verifying the conceptual model of ISS: 

 Implementation of a real-life ISS, which 

corresponds to our model; 

 Computer simulation (using e.g. agent based 

modelling). 

For the present study, we have chosen the first method. In 

a real working environment, we have installed a DLP class 

protection system.  The reason for choosing a DLP system 

is that this system by definition is as close as possible to 

the multi-layered conceptual model of ISS, organized 

around the viewpoints “Information Security” and  

“Information processing”.   

Like the first layer “Information Security”, the typical DLP 

system consists of endpoint and communications 

protection modules, as well as modules for monitoring and 

analysis, device configuration, and security policy 

management. 

On other hand, DLP systems provide monitoring, 

management and controlling of all data states: Data-in-

Motion, Data-in-Use and Data-at-Rest, similar to the 

“Information processing” layer. 

For the purposes of the present study, an installation of  

DLP-class system by DeviceLock Inc – DeviceLock DLP 

Suite v.8.2 was performed for monitoring the dataflows at 

the endpoints (workstations and laptops) of 18 

organizations, including representatives from the national 

security sector. 

Some generalized results from the validation process are 

provided in Figure 5. 

The empirical DLP implementation results could be 

aggregated as follows: 

 Reduction of sensitive information leak incidents; 

 Limiting data leak channels; 

 Increasing of the visibility of sensitive 

information, by the discovery function of the DLP 

(Data-in-Rest);  

 Improving compliance with the internal security 

policies, legal regulations and privacy directives. 

Figure 5: Generalized results from DeviceLock DLP 

Suite v.8.2 experimental validation 

5. CONCLUSION 

The main advantage of the proposed approach is the 

possibility for exploiting the full benefits of the research 

perspective, adding interoperability and ease-of-use 

capabilities to the implemented templates for organizations 

of different types and fields of work. 

The conceptual modelling is presented as a starting point 

in architecture description of ISS that is used in definition 

of different viewpoints. 

The goal of the architecture model construction is to ensure 

usability, interoperability, easy deployment and scalability 

of ISS across organizations. One of the most important 

advantages of using this approach is the achievement of 

model independence when changing external or internal 

conditions. Further, more complex architectural ISS 

models with extended DLP implementations are planned 

for development and exploration. 
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