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Abstract: Most of the papers on the very intensely researched topic of Internet of things or IoT announce that IoT 

technologies will profoundly change our lives. Our assessment is that advertised future is actually evolving now as we 

write or read these lines of text. IoT provides numerous benefits, and at the same time exposes container systems to a 

wide variety of security relevant problems in daily lives of systems users. In this work, we propose a structured approach 

to these sorts of problems proposing that all security issues may be related to the illegal access (access to data or services) 

or to the denial of services, (which we classify as soft and hard). In systems designs using IoT, both general classes of 

security relevant problems (we intentionally avoid the use of the terms such as threats or risks), being physical or logical 

are vastly expanded in comparison with the traditional stand-alone or networked systems. To avoid overextension, in this 

work, we maintain focus on the security problems of IoT protocols only, on their vulnerability, on possible defenses and 

specified use case distortions. In order to face a demand for IoT security relevant solutions capable of supporting a 

variety of application platforms with diverse device interactions, a structured approach to IoT security is more than 

justified. In this work we present a unique approach to IoT protocol classification, taking into account the most important 

security-relevant protocol parameters. Special attention has been devoted to the IoT protocols robustness correlation to 

the IoT user privacy. 
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1. INTRODUCTION  

Current IoT platforms involve mostly technologies that 

originate from the traditional networks and embedded 

computing hardware and software. 

In the application context when energy supply is not 

constrained IoT nodes may involve standard ISO-OSI 

seven-layer or five-layer TCP/IP-Internet protocols. In the 

deployment context when energy supply is limited or when 

other constraints impose relevant limitations IoT protocols 

must deviate from the traditional approaches. With such 

deviations security concerns, risks, attacks and defense 

mechanisms become different from the traditional too. A 

typical example of such IoT-specific protocol deviation 

from the traditional protocols is protocol 6LowPAN. The 

6LowPAN protocol is used for L3 transmission of IPv6 

packets over Low-power Wireless Personal Area Networks 

[1]. To become transmission power aware protocol, 

6LowPAN was designed as a scaled down IPv6 protocol 

version whose use implied also 

modification/customization of other protocol stack 

members [2].   

Among many proprietary IoT specific protocol solutions, 

many have become candidates for standardization. For 

instance protocols such as: CoAP, MQTT, MQTT, AMQP, 

XMPP, DDS, REST,HTML 5s WebSocket, etc. are used, 

offering IoT context and application matching 

characteristics.  

In our research work, we have compared the context and 

application relevant capabilities of several commonly used 

protocols regarding their suitability for the IoT applications 

taking into an account protocol energy-footprint, 

(determined by the required computation and 

communication load), their reliability and their security 

attack sensitivity.  

Due to the limited scope of this paper, we have focused on 

the security attack sensitivity presenting a structured 

classification of possible attacks targeted at IoT origin node 

device, interconnecting lines, and the operating context.   

 

2. IOT NETWORKS AND SECURITY  

IoT nodes are computation and communication enabled 

devices that appear as intelligent things. The most common 

IoT communications are node-to-node or device-to-device 

communications (D2D). IoT networks involve also data 

collection and transferred to designated application servers 

for data analysis analyzes (D2S), and finally 

communications between servers (S2S) which may involve 

service application architectures and relevant protocols. 

Due to numerous constraints the most vulnerable IoT 

network communications are D2D and D2S. All functional 



 

  

and security issues of S2S communications are covered in 

literature related to traditional networking. This is 

reinforced by the agreement in the industry that almost 

every smart and networked IoT device is vulnerable to 

even simple attack [3,4].  

Taking into an account the ecosystem of IoT devices, s 

smart device vulnerability can take two shapes. In the first 

case, computationally powerful devices with standard 

power supply present large attack surface and can be 

subjected to software-based traditional attacks ranging 

from L2 to L7 (Application layer), including attacks oo 

operating system with related services. In the second case, 

devices with battery power supplies, and reduced 

computation and communication capabilities, are easiest to 

attack in the physical L1 layer, (e.g., the signal layer of the 

wireless sensor and actuator networks [5]). One serious 

problem with such networks is a lack of feasibility of fixing 

exploit vector path by deploying device code updates, 

which is not the case with the previously mentioned 

powerful IoT device networks. In applications when the 

product lifetime of IoT devices is very short device code 

updates is realized as the deployment of the new devices. 

In applications when devices are expected to have long 

field life the code update problem becomes a serious 

security issue, The second problem with low computing, 

communicating and energy power devices, are reduced 

logging and forensic investigation options. One frequently 

neglected good security feature of these kinds of IoT 

devices are commonly found small dimensions (small 

physical footprints). For instance, small dimension 

wireless devices are very hard to spot, locate and physically 

attack.  

Nonstandard proprietary protocols, not well documented or 

not published are sometimes good defense of the low 

computation power IoT device in the layers from L2 to L7, 

(Software layers).   

I case of the successful attack on one of the IoT devices in 

the application network, a vulnerability of one device can 

cause attack propagation and automatic attacks against 

other devices in the network. As a countermeasure against 

the propagation of negative effects of the successful attack, 

require attack detection and prevention security dedicated 

meta-network (Out of band network) or application of 

innovative network monitoring, management, and control 

(sort of network micro-management). We address such an 

approach in [6] and propose an extension in a form of the 

Software Defined IoT Network (SDIoTN).    

SDIoTN control application to IoT networks allows total 

minimization of the IoT node device functionality. With 

the minimized functionality IoT device obtains minimized 

attack surface and hardened security and robustness.   

IoT devices are often built with firmware based code 

(Embedded software) which may reduce device system 

attack surface, requiring attacker-to-device physical 

contact [3]. To modify/infect device system firmware an 

attacker must physically replace device read-only memory 

media which is in many cases serious hardware 

intervention.    

 

3. STRUCTURED IOT ATTACK MODELING  

To better defend IoT networks, it is important to maintain 

the clear understanding of all possible attack exploit vector 

paths. Several groups of authors have simply itemized 

special cases of attacks in a form of specific class-objects 

itemizing while trying to identify some common attributes 

between recognized attacks [7,8].    

Instead of presenting an unstructured taxonomy, in our 

paper we present a structured UML model of the “IoT 

Attack” class. As shown in Figure 1, IoT device or network 

can be attacked in all ISO-OSI layers. IoT device attack 

may involve physical destruction of a device,  denial of 

service of the IoT device operating system or storage 

system, and denial of service of the IoT device applications 

operating in the L7 layer.  

“L1 IoT Attack” subclass hierarchy represent all physical 

attacks on devices and network lines. The most common 

and the easiest attack to implement is a weak signal 

jamming attack which is Line DoS Attack. 

In this particular model, we have proposed to classify L2-

L7 and system DoS attacks as illegal access attacks.  

Further expansion of the structured model of “IoT Attack” 

class as well as modelling of countermeasures are left to be 

presented elsewhere. 

       

4. CONCLUSION  

In no other domain of the cyberspace, security and 

productivity (doing more and better in shorter period of 

time at the lower cost) oppose each other more than in the 

IoT device networks. The most restrictive element of the 

confrontation is the cost of production and deployment.  

In this paper we declare that seemingly paradoxical 

proposal to reduce cost while enhancing security is to 

deploy SDIoTN architecture. Additional details relevant to 

this IoT network design superpattern will be presented 

elsewhere.     
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Figure 1: UML class diagram model of the “IoT Attack.” 

 

 

 

 

 

 

 

 

 

 

 


