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Abstract: The paper deals with the security of the services used in IoT. The paper presents theoretical foundations and 

the IoT architecture. It describes in detail the architecture and types of IoT services in IoT, as well as the protocols used 

to communicate with the services in order to review possible security issues and suggest possible improvements 

regarding the security of IoT services. The work includes IoT devices, which are the basis of IoT, and their importance 

in the safe operation of IoT services is presented. 
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1. INTRODUCTION  

The term Internet of Things (IoT) was created in 1999. It 

was conceived as a world of objects that exchange data. 

Data exchange is not only between man and machine, but 

communication between machines (M2M) is also 

introduced. Kevin Ashton, in his paper published in 2002, 

under the title IoT, said: "We need an internet for things, 

and a standardized way for computers to understand the 

real world." 

The International Organization for Standardization (ISO), 

in 2012 founded the group ISO/IEC JTC 1/SWG 51, 

which will deal with standardization in the area of 

Internet of Things (IoT). This group defined IoT as: “An 

infrastructure of interconnected objects, people, systems 

and information resources together with intelligent 

services to allow them to process information of physical 

and virtual world and react.” [1][2] 

Nikola Tesla had a vision of IoT almost 100 years ago 

„when wireless is perfectly applied, the whole earth will 

be converted into a huge brain ... ". Researchers Caceres 

and Friday identified two critical infrastructures that will 

impact ubiquitous computing - Cloud Computing and the 

Internet of Things. [3] 

IoT can be viewed from two perspectives. The first, 

where IoT is viewed from the perspective of the Internet 

where attention is paid to Internet services, while the 

second perspective focuses attention on smart things. [4] 

 

                                                           
1 https://en.wikipedia.org/wiki/ISO/IEC_JTC_1/SWG_5 

 

2. IOT ARHITECTURE 

The IoT architecture is not based on one device. It is 

about sets of devices that collect information in different 

ways. When talking about IoT, the most considered topic 

are environments. The prefix “smart” is often found like 

e.g. smart homes, smart streets, smart parking lots, smart 

garbage cans, smart cities etc. Smart environments can be 

defined as sets (federations) of sensors and actuators 

designed for house, building, city, transport etc. [5] Mark 

Weiser, who is considered as the founder of ubiquitous 

computing, has defined smart environments as a world of 

physical objects that are connected with sensors, 

actuators, displays, other environments over a network 

that allows interlaced connectivity. [4] 

From the highest level, IoT consists of three parts (Figure 

1): [5] 

 Part of devices: Devices or actuators with their 

communication components integrated with them. 

 Middleware part: The most complex part that 

implements data processing logic, stores data and 

provides access to data to users in such a way that 

they do not care about the architecture of individual 

devices (actuators). This layer is made up of several 

parts. 

 Presentation part: This part adjusts to a specific 

application and performs data display, data 

management, etc. 

 

 

https://en.wikipedia.org/wiki/ISO/IEC_JTC_1/SWG_5


 

  

 

 

 

 

 
Figure 1: IoT parts 

Integration and functioning of these three parts is possible 

by the following three components (Figure 2): 

 Cloud Platform: This component is responsible for 

providing functionalities such as real-time data 

processing, data storage, data scalability, global data 

access and the provision of other functionalities such 

as machine learning etc. 

 Cloud Infrastructures: The hardware on which the 

platforms are executed, the memory needed to store 

the data and the network resources needed for 

communication. 

 Middleware component: The component that 

provides physical device abstraction, as well as the 

interaction between the network platform and the 

devices. [6] 

 

 
Figure 2: IoT components 

 

 
3. IOT DEVICE 

The definition of things in the IoT term changed as the 

technology changed. The radical change is reflected in the 

changing of the Internet into network-linked objects that 

not only produce information in their environments and 

interact with the physical world, but objects that now 

provide standardized Internet services that allow 

information exchange, analysis, communication and 

development of different applications. [4] 

In order to achieve the idea of connecting objects, it is 

necessary that objects (devices) combine hardware and 

software components on their layers to achieve the 

functionality of physical objects. The development of 

technology in microelectromechanical systems (MEMS) 

has led to the creation of small digital devices that provide 

wireless communication as well as minimum dimensions, 

with the ability to measure values, calculate, and 

communicate at shorter distances. Such devices are called 

nodes and are connected to networks called sensor 

networks and find application in environments such as 

traffic monitoring etc. [4] 

The purpose of the device layer is to process collected 

mostly analogue data and to send it in digital form over 

the network layer to the server layer. 

The number of connected devices exceeds the number of 

human population. In 2010 the number of devices was 

almost twice the number of human population. 

The architecture of the device (object) layer should 

consist of three parts (Figure 3): [7] 

 Middleware component, parts of software that will 

allow device management, 

 IoT component, which will collect data such as 

sensors (actuators), and the components through 

which communication with the server will occur 

(communication modules such as Ethernet, Wi-Fi, 

Bluetooth, ZigBee etc.), 

 Hardware part, on which the software will be 

executed and to which the sensors (actuators) will be 

connected. 

 

Figure 3: Device layer architecture 

 



 

  

 

 

4. IOT SERVICES 

The middle part of the IoT is the most complex and 

contains all three components (Cloud Platform, Cloud 

Infrastructures, Middleware component). The central part 

in the middle layer are services, so this layer is often 

called a service layer. 

Services perform more functions, so depending on the 

function they perform, the service layer can be split into: 

1. Service composition: This part allows the 

development of smaller parts for specific 

applications. Parts are often made as APIs. This layer 

does not provide the devices to the application part, 

but the set of services of a particular part. On this 

layer, it is possible to view all connected service 

instances and to represent complex processes as one 

sequence that coordinates multiple actions over one 

component. 

2. Service management: This part provides the main 

functionality expected from the service, namely: 

finding, managing, monitoring, configuring. This 

layer should also allow the addition of new services, 

during run-time, to meet the needs of applications. 

3. Object abstraction: Since IoT is based on a large 

number of versatile devices, in order to manage the 

objects themselves it is necessary to perform their 

virtualization, with common language and procedures 

for all objects.  

Services used in IoT (as well as in Cloud computing) can 

be based on multiple models, but are most often based on 

one of the following three service models (Figure 4): 

[8][9] 

 Infrastructure as a Service (IaaS): This model 

provides a service for using hardware and software 

components. The basic concept behind this model is 

virtualization, which allows users to use their 

operating system and not to worry about 

maintenance. Some of the IaaS examples are: 

Amazon Web Service (AWS), Rackspace, Windows 

Azure etc. 

 Platform as a Service (PaaS): This model provides 

resources such as operating system, programming 

language, database etc. This platform serves as the 

basis for developing applications using the APIs, so 

developers develop applications for specific 

environments. The developer takes care of the 

application's functionality, but remains bound to the 

platform that it uses. The platform as a service 

reduces the complexity of applications that are 

developing, by choosing the necessary hardware and 

software that needs to be purchased. An example of 

the platform as a service is the Google App Engine. 

 Software as a Service (SaaS): In this model, 

applications are developed and executed on the 

server. Applications are executed on the server and 

shared between users. They can be accessed through 

browsers that are connected to the Internet, while the 

user selects the functionalities of the software. The 

advantage of the software as a service model is that it 

does not require the installation of software, nor the 

possession of hardware on which the service would 

be executed. 

 

 

 
Figure 4: Service models 

 

5. IOT  PROTOCOLS  

With the development of IoT, it was possible to define 

different protocols that could be used in communication 

between machines (M2M). Some of the limiting factors 

that these protocols should face are: 

 limited communication channel width, 

 small hardware resources of the device, 

 different media for data transmission, 

 a large number of participants, 

 usage of wireless communications. 

Some of the protocols designed for M2M communication 

and IoT are: 

1. Advanced Message Queuing Protocol (AMQP), 

2. Message Queuing Telemetry Transport (MQTT), 

3. Constrained Application Protocol (CoAP). 
 

5.1 Advanced Message Queuing Protocol (AMQP) 

AMQP is an application protocol developed in 2003 by 

John O'Hara, for the needs of banks, and it was officially 

adopted in 2012 by OASIS (Organization for the 

Advancement of Structured Information Standards). 

AMQP uses the TCP protocol on the transport layer, and 

has an overhead of 8 bytes. It is based on message 

exchange on the principle of an advertiser/subscriber. 

This protocol achieves great reliability and ensures that 

the message is delivered even when the network breaks 

down. In terms of security, the SSL protocol is used. [10] 

 

5.2 Message Queuing Telemetry Transport (MQTT) 

MQTT is an application protocol designed in 1999 by 

IBM and standardized in 2013, which has a relatively 

small overhead, thus providing a possible application on 

devices with limited resources (memory, processor etc.) 

such as IoT devices. This protocol, like the HTTP 

protocol, uses TCP on the transport layer, but has smaller 

overhead of 2 or 4 bytes. 



 

  

The protocol uses the principle of advertisers and 

subscribers. Facebook Messenger application uses this 

protocol. 

In terms of security, this protocol uses TLS. Brokers may 

require a username and password. [11] 

 

5.3 Constrained Application Protocol (CoAP) 

The main goal of this protocol is to reduce the overhead 

to a minimum and provide a mechanism that would be 

used on a large number of devices that have limitations in 

terms of power, resources and network considerations 

(low-range networks such as IEEE 802.15.4, Bluetooth, 

Low Power Wi-Fi). HTTP protocol was uses as a model 

for development. It is important to note that CoAP is not 

reduced HTTP, but it is a protocol optimized for M2M 

communication, which supports basic REST 

functionalities, common with HTTP protocol. Also, 

CoAP in some things represents a step forward in 

comparison to HTTP. It supports multicast, asynchronous 

messaging and has a mechanism for finding resources. 

[12] [13] 

CoAP is an application protocol that uses two messaging 

models. It supports the request/response model, as well as 

the advertiser/subscriber model. Unlike HTTP, it relies on 

the UDP protocol. 

The default transport protocol for transmitting messages 

with the CoAP is UDP, but the DTPLS protocol can also 

be used to increase the security above UDP. In terms of 

security, it relies on the functionality of other protocols. 

In addition to UDP, other protocols such as SMS, TCP or 

SCTP can be used. 

 

6. SECURITY MECHANISIMS IN IOT  

IoT core represents platforms that are specialized services 

for collecting data from IoT devices, data processing, and 

connection with other services for decision-making about 

further activities such as activating actuators, etc. [14] 

Developing ones’ own platform requires a larger team of 

people and a time of several years. It is estimated that 

there are over 300 of them on the market and that their 

number is growing. Existing platforms have been 

developed over the years, and behind them is the work of 

large teams that have been working on the development 

of the platform for nearly 20 years. [15] 

Most of the developed platforms use the existing 

infrastructure (IaaS, PaaS). In this way, part of the 

responsibilities related to the physical execution of the 

service or the execution of the operating system software 

is transferred to the others, thereby reducing the part of 

the responsibility of the team developing its own 

platform. 

Regarding the architecture of the service that is being 

used, the REST architecture is dominant, while in terms 

of security, some of the cryptographic algorithms are used 

such as SSL, TLS, AES, X.509 etc. [16] 

It is important to emphasize that data is kept from others, 

but it should also be in mind that IoT represents the 

network of devices (“the social network of devices”) that 

exchange data so the data should be available but in a 

controlled way. A large number of data will allow the 

development of ubiquitous computing as well as the 

development of context aware computing. [6] 

Application developers also have a part of the 

responsibilities for the development of the application and 

its functionalities. In terms of security, access to the 

application and the data it has at its disposal is the most 

important. [17] 

The platform is expected to have built-in security 

mechanisms. These mechanisms should also be 

implemented at the level of the protocols used in 

communication. 

At the lowest level, it is necessary to take care of the 

safety of the IoT device. These devices are the most 

numerous members of the IoT architecture, and are the 

sources of information on which the functioning of the 

entire system is based. Security mechanisms used at the 

level of IoT devices should be adapted to their capabilities 

(limited hardware, software and communication 

capabilities). 

 

7. CONCLUSION  

The development of the IoT services in cases with limited 

development potentials should be aimed to usage of ready 

platforms that have implemented cryptographic and other 

mechanisms in order to reduce application development 

time and provide all the necessary functionalities. 
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