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Abstract: The main aim of this paper is to enhance the security in Internet of things (IoT) and services, which have the 

potential scope and benefits not only for the end users but also for the service providers and adaptors. We look at the 

challenges of security testing IoT applications. When software gets deployed on components that can fly and accelerate, 

testing for safety and trustworthiness takes on new meaning. Poor security can lead to denial-of-service attacks, corporate 

espionage, theft and brand damage. As more devices become Internet-enabled, experts fear an embedded systems security 

worst-case scenario for enterprises, many of which are unaware of the risks or unable to mitigate them. This article 

discusses the role of software testing in a security-oriented software development process. It focuses on two related topics: 

functional security testing and risk-based security testing. As a case example we will focus on SCADA and PLC devices 

which are complex embedded systems often relying on some operating system. They are plagued by the same sorts of 

vulnerabilities and exploits as general purpose operating systems. One solution to prevent and design in secure IoT we 

propose a Software Assessments and Security Testing Framework. 
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1. INTRODUCTION  

Most likely the most demanding of requirements for the 

widespread realization of many IoT visions is security. IoT 

security has an exceptionally wide scope in at least four 

dimensions. In terms of security scope it includes rarely 

addressed tasks such as trusted sensing, computation, 

communication, privacy, and digital forgetting. It also asks 

for new and better techniques for the protection of 

hardware, software, and data that considers the possibility 

of physical access to IoT devices. Sensors and actuators are 

common components of IoT devices and pose several 

unique security challenges including the integrity of 

physical signals and actuating events [1]. Finally, during 

processing of collected data, one can envision many 

semantic attacks [2].1 

There can be many loopholes in the security of IoT and to 

start with, these loopholes can be at the very basic level of 

IoT where the data is routed to the service provider. 

Usually the smart meters that forward data to the service 

providers do not do it directly but through a local hub, 

which is again another smart meter. The data is collected 

and stored in these local hubs and then it is forwarded to 

the service provider in bulk. This makes the data vulnerable 

to attacks as it is not being stored at just one place. But this 

flaw is never addressed or it is ignored and can be found in 

most of the internet of things. The reason behind this could 

be a compromise made in incorporating required technical 

features, or to have an infrastructure that could 

accommodate all the input devices or even to have a 

network that keeps the things connected all the time. This 

occurs when it becomes difficult to meet the expenses in 

                                                           
1 This work was supported in part by the Ministry of Science 

and Technological Development of  the Republic of Serbia 

under Grant No. TR-35026. 

maintaining a high-end infrastructure for the internet of 

things [4] [5] [6]. 

In the first stage of IoT evolution, objects are personified, 

i.e. they are given identities with the help of QR codes. The 

services are met when there is an interaction between the 

identities of the object and the intelligent systems – for 

example web services, smart devices etc.  

In the 2nd stage, the internet of things develop the 

smartness of sensing things around. For example, locating 

the place the user is in, locating Bluetooth devices or WiFi 

networks etc. Let us consider a situation where a hacker 

takes advantage of this sensing capability of the smart 

devices. An air conditioner with a sensing capability of the 

owner’s presence switches on/off automatically. So now 

the hacker can get control over the AC or even a thermostat 

and change the temperature to trouble the owner. 

We're at a crisis point now with regard to the security of 

embedded systems, where computing is embedded into the 

hardware itself -- as with the Internet of Things. These 

embedded computers are riddled with vulnerabilities, and 

there's no good way to patch them. Typically, these 

systems are powered by specialized computer chips made 

by companies such as Broadcom, Qualcomm, and Marvell. 

These chips are cheap, and the profit margins slim. Aside 

from price, the way the manufacturers differentiate 

themselves from each other is by features and bandwidth. 

They typically put a version of the Linux operating system 

onto the chips, as well as a bunch of other open-source and 

proprietary components and drivers. They do as little 

engineering as possible before shipping, and there's little 
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incentive to update their "board support package" until 

absolutely necessary [6]. 

The problem with this process is that no one entity has any 

incentive, expertise, or even ability to patch the software 

once it's shipped. The chip manufacturer is busy shipping 

the next version of the chip, and the ODM (original device 

manufacturers) is busy upgrading its product to work with 

this next chip. Maintaining the older chips and products 

just isn't a priority. And the software is old, even when the 

device is new. For example, one survey of common home 

routers found that the software components were four to 

five years older than the device. The minimum age of the 

Linux operating system was four years. The minimum age 

of the Samba file system software: six years. They may 

have had all the security patches applied, but most likely 

not. No one has that job. Some of the components are so 

old that they're no longer being patched. This patching is 

especially important because security vulnerabilities are 

found "more easily" as systems age [6]. 

To make matters worse, it's often impossible to patch the 

software or upgrade the components to the latest version. 

Often, the complete source code isn't available. Yes, they'll 

have the source code to Linux and any other open-source 

components. But many of the device drivers and other 

components are just "binary blobs" -- no source code at all. 

That's the most pernicious part of the problem: No one can 

possibly patch code that's just binary. The result is 

hundreds of millions of devices that have been sitting on 

the Internet, unpatched and insecure, for the last five to ten 

years. Combine full function with lack of updates, add in a 

pernicious market dynamic that has inhibited updates and 

prevented anyone else from updating, and we have an 

incipient disaster in front of us. It's just a matter of when. 

We simply have to fix this. We have to put pressure on 

embedded system vendors to design their systems better. 

We need open-source driver software -- no more binary 

blobs! -- so third-party vendors and ISPs can provide 

security tools and software updates for as long as the device 

is in use. We need automatic update mechanisms to ensure 

they get installed [6]. 

2. SECURE BY DESIGN - EXAMPLES 

Vulnerabilities are introduced into our embedded systems 

during software design and development. Although 

incorporating security features such as encryption and 

password protection will help to safeguard access to 

devices and data, such features are insufficient when the 

application code contains defects that render it vulnerable. 

So while architects strive for more secure features and 

designs, the best approach for securing embedded software 

applications is to find and address coding issues at an early 

stage and then deliver high-quality, defect-free code. To do 

this, developer need tools that can help them ensure that the 

code they write is free from known weaknesses and follows 

proven guidelines and standards. 

While our software line of defences will surely be less than 

perfect, we need to work on that line of defences with the 

immediate objective of reducing the size of the "attack 

windows" that exist in our software. The very first step in 

doing this is to try to think like an attacker. Ask how an 

attacker could exploit your system and your software in 

order to penetrate it. You might call this a threat analysis. 

Use the results to describe what your software should not 

do. You might call those abuse cases. Use them to plan how 

to make your software better resist, tolerate or recover from 

attacks. 

Don't forget that our attackers have a big advantage when 

it comes to embedded systems: Most embedded software 

has severe execution time constraints, often a mixture of 

hard real-time and soft real-time tasks. This coaxes us to 

design application software that is "lean and mean," by 

reducing to a minimum intensive run-time limit checking 

and reasonableness checking (for example, invariant 

assertions) in order to meet timing requirements. Our 

attackers have no such execution time constraints: They are 

perfectly happy to spend perhaps weeks or months 

researching, preparing, and running their attacks--possibly 

trying the same attack millions of times in the hope that one 

of those times it might succeed, or possibly trying a 

different attack each day until one hits an open "attack 

window." 

Many embedded devices use analog-to-digital-converters 

(ADCs) for data acquisition. These ADCs may be sampled 

on a regular timed basis, and the data samples stored by 

application software in an array. Application software later 

processes the array of data. But an attacker could view this 

in a totally different way: "What if I fed the ADC with 

electrical signals that, when sampled, would be exactly the 

hexadecimal representation of executable code of a nasty 

program I could write?" In that way, the attacker could 

inject some of his software into your computer. No network 

or Internet needed. 

ADC Code Injector - example 

Seems like a lot of work to build an "ADC Code Injector" 

device just for this purpose. But the attacker might not be 

just a high-school kid. He might be a big industrial 

espionage lab, or a large, well-funded team working at the 

national laboratory of a foreign government. 

 

Image 1: Typical normal stack layout 



  

Now, how could he get your processor to execute his 

program that he's injected? He might gamble that your 

software stores the ADC data array on a stack (perhaps 

using alloca() or malloca() ). If his luck is good, he 

could cause an array overflow, possibly by toying with the 

hardware timer that controls the ADC data sampling. A 

typical normal stack layout is shown in Image 1. 

If the attacker succeeds in causing an array overflow, the 

stack could become corrupted, as shown in Image 2. Note 

that "return address" was stored on the stack at a location 

beyond the end of the array. 

 

Image 2: Stack is corrupted after array overflow 

If the attacker plans the corruption just right, the overflow 

will reach the location on the stack where the current return 

address was stored. This can be used to insert into this stack 

location a pointer to his own code. As a result, when 

"Return Address" is used by your code, control will pass to 

the attacker's code. Suddenly his code is executing on your 

processor, instead of your code. 

This is called a stack smashing attack. Please note that it 

was done in this example without an Internet connection, 

and without a connection to any external communication 

line. 

Of course, it could have been helpful for our attacker to 

have the source code for your embedded software--as a 

disgruntled ex-employee might. But think that a patient and 

resourceful attacker team could develop this kind of attack 

even without your source code. 

Unique challenges of securing embedded 

applications 

Developers have long been concerned with the quality of 

the software they create and have processes in place to 

detect and eliminate defects that adversely affect quality. 

Many organizations, however, have not yet adopted 

strategies for ensuring the security of the software they 

create. Because fixing issues in a deployed embedded 

device is both costly and difficult, addressing both quality 

and security problems in the early stages of development is 

imperative. 

Compared to their counterparts who develop software for 

traditional devices, including computers and smartphones, 

embedded developers have far more variables to consider. 

Embedded developers face the unique and almost 

impossible challenge of gaining a deep understanding and 

proficiency in multiple combinations of operating system, 

platform, I/O interface, and language. Traditional 

developers work on a limited number of platforms, 

enabling them to become more familiar with specific 

security issues and the areas in which common software 

vulnerabilities can occur and be prevented. In contrast, 

embedded developers often work on a variety of platforms, 

each of which might handle data storage and memory 

usage in a different way. New platforms are introduced 

frequently, making it almost impossible for embedded 

developers to thoroughly understand the unique 

vulnerabilities of each OS/platform/language/interface 

combination. 

“No matter what happens, don’t panic,” were the words 

used by hackers just before they hacked a 2014 Jeep 

Cherokee. It wasn’t your typical hack, where credit card 

information is stolen, or a denial of service attack is 

propagated, or a website is taken down. This incident 

involved disabling the transmission and brakes of a vehicle 

driving 70 mph. In other words, this is the kind of hack that 

could take someone’s life. 

SCADA and PLC example 

Supervisory Control and Data Acquisition (SCADA) 

systems have evolved over the past 40 years, from 

standalone, compartmentalized operations into networked 

architectures that communicate across large distances. In 

addition, their implementations have migrated from 

custom hardware and software to standard hardware and 

software platforms. These changes have led to reduced 

development, operational, and maintenance costs as well 

as providing executive management with real-time 

information that can be used to support planning, 

supervision, and decision making. These benefits, 

however, come with a cost. The once semi-isolated 

industrial control systems (ICS) using proprietary 

hardware and software are now vulnerable to intrusions 

through external networks, including the Internet, as well 

as from internal personnel. These attacks take advantage of 

vulnerabilities in standard platforms, such as Windows, 

and PCs that have been adopted for use in SCADA systems 

[6]. 

The control components of SCADA systems are optimized 

to provide deterministic, real-time performance at a 

reasonable cost. Thus, there are little computing resources 

available for executing other functions not considered 

necessary for the basic SCADA mission. As a result, 

SCADA system manufacturers view additional computing 

tasks, including information system security, as burdens on 

the computing capacity that could interfere with the proper 

operation of the system. Information system security was 

not inherent in SCADA protocols because, when the 

protocols were developed, SCADA systems were usually 

operating in closed environments with no vulnerable 

connections to the outside world. In today’s SCADA 

applications, the opposite is true. 



  

SCADA systems are connected to corporate IT networks 

and use protocols and computing platforms that are under 

attack in the conventional IT world. 

SCADA system based cyber security attacks have the very 

real possibility of impacting life safety, the environment 

and organizational survival. In a worst case scenario, say a 

SCADA system cyber-attack successfully penetrates a 

refinery system. In this scenario, the attacker alters some 

critical data to reflect a safe condition while blocking the 

ability to generate essential safety control commands. In 

this situation, the process could easily exceed a safe limit, 

an explosion and fire could occur which not only costs the 

loss of life but also destroys the firms basic process 

infrastructure. The refinery could go out of business. From 

this example it could be easily seen that SCADA system 

cyber security attacks can have a much greater impact on 

the organization than an IT cyber security attack. 

Another reason IT cyber security processes cannot be 

directly applied to the SCADA system is associated with 

how the systems must operate, i.e. system availability. 

SCADA systems must operate non-stop where system 

outages and interruptions are not tolerated. This is a 

different environment than IT systems where planned 

system outages or unavailable times can be planned and do 

occur. A prime example of how the different availability 

technology requirements impact cyber security approach is 

highlighted with operating system updates. 

SCADA systems cyber security challenges are also slightly 

different than enterprise systems in the areas of vendor 

certifications, anti-virus software verifications and 

password rules as well. Vendor supplied SCADA 

applications function within the operating system. The 

vendors provide extensive testing and validation that their 

SCADA system will perform as designed with a specific 

computer operating system. The difference comes about in 

how fast, if ever, that the software vendor provides 

certification that its SCADA system will operate correctly 

with the latest set of updates or the next operating system 

version. It is not uncommon to find some SCADA vendors 

are extremely slow in providing validation or that they will 

never validate that their older systems are capable of 

operating correctly with a newly released operating 

system. 

The SCADA/ICS world is facing a situation where there 

will be a massive number of unpatched and vulnerable 

computers running on critical systems for the next years. 

And that is not good news. There are many examples of 

how the entire strategy of patching for SCADA and ICS 

security is broken. 

Similar security issue we recognized with Programmable 

Logic Controllers (PLCs), which were designed to 

eliminate the higher cost of complicated, relay-based 

control systems. Today, almost every PLC, DCS, Remote 

Terminal Unit, or Safety Integrated System (SIS) 

controller on the market has a commercial operating 

system in it. Microsoft Windows vulnerabilities are abound 

and reported in various resources on the Internet. Similar 

is with Linux and QNX. Here we will emphasize the Allen 

Bradley Logix family, which is the most full featured 

programmable controllers in the line of Rockwell 

Automation. 

The ControlLogix is the flagship product of the Logix 

family. It consists of a chassis with controller, power 

supply and I/O modules that can be used as both a 

controller and a gateway. The number and type of modules 

is determined based on the size and type of system being 

controlled, network topologies and protocols, and 

redundancy requirements. Its configurations can vary 

greatly with the large number of modules and ability to mix 

and match to meet requirements. The 1756-ENBT and 

1756-EWEB (with web server) modules provide an 

Ethernet connection to the ControlLogix and warrant 

special attention from an information security perspective. 

A wide range of control system protocols are supported on 

the ControlLogix platform. For communication from a 

server, HMI or other controllers, the ControlLogix 

supports EtherNet/IP, ControlNet and Data Highway as 

well as other standard protocols from third party modules 

such as Modbus TCP. 

1756-ENBT/A brings Ethernet connectivity to the 

controller, thus opening up the door to a whole range of 

remote attack vectors. For example, it could be easily seen 

via nmap: 

snmp-netstat: 

TCP 0.0.0.0:80  0.0.0.0 ; http(GoAhead) 

TCP 0.0.0.0:111 0.0.0.0 ; rpcbind 

TCP0.0.0.0:44818 0.0.0.0 ; EtherNet/IP 

UDP 0.0.0.0:68 *:*  ; dhcp(if enabled) 

UDP 0.0.0.0:111 *:* ; rpcbind 

UDP 0.0.0.0:161 *:* ; snmp 

UDP 0.0.0.0:2222 *:* ; EtherNet/IP 

UDP 0.0.0.0:44818 *:* ; EtherNet/IP 

Port 44818 is used by the Rockwell Automation software 

(RSLogix, RSLink…) drivers to communicate with those 

ControlLogix controllers which have EtherNet/IP modules 

enabled. EtherNet/IP is an application layer protocol 

treating devices on the network as a series of "objects". It 

is built on the Common Industrial Protocol (CIP), for 

access to objects from ControlNet and DeviceNet 

networks. RSLogix, RSLinks and other Rockwell Software 

can be easily downloaded from Rockwell’s support 

website. By interacting with this software while 

monitoring the network traffic we can easily analyze and 

extract the packets needed to monitor and control the PLC 

i.e. obtain information about the processes running on the 

CPU or update the firmware. With the little help from 

Shodan search engine it is easy to find ControlLogix 

devices on the web. The first site we have found was 

www.scrapmetal.net (American Iron & Metal Co. Inc.). 

We get there immediately when we enter 

http://204.101.14.75/index.html in our browser. It is an 

1756-ENBT/A web page with completely operational 

menu on the left side, including the full diagnostics and 

refreshing rate every 15 seconds. It could be easily seen 

that the firmware date is Jan, 7 2005. This is valuable 

information for someone who wants to prepare an attack to 

the device. ControlLogix uses GoAhead web server, which 

is a simple, portable and compact web server for embedded 

devices and applications. It is one of the most widely 

http://www.scrapmetal.net/
http://204.101.14.75/index.html


  

deployed web servers and is embedded in hundreds of 

thousands of devices. Unfortunately, this web server 

contains vulnerabilities that may allow an attacker to view 

source files containing sensitive information or bypass 

authentication. The information disclosure vulnerability 

was published in [10]. 

In our work [5], [7] we provided one possible solution, 

implement Security design principles that can be 

organized into logical groups, which are illustrated in Fig. 

3. The logical groupings for the principles are in shaded 

boxes whereas the principles appear in clear boxes. For 

example, Least Privilege is a principle and appears grouped 

under Structure/Trust. In the case of “Secure System 

Evolution,” the principle is in its own group. There are few 

Enterprise-wide software security improvement program 

initiatives to establish secure SDLC - SecSDLC 

(presented in Image 4) which consists of: 

• Strategic approach to assure software quality 

• Goal is to increase systematic approach 

• Focus on security functionality and security hygiene 

Organizations with a proper SDLC will experience an 80 

percent decrease in critical vulnerabilities. In each 

initiatives (Gary McGraw Touch-Point Model [3], SEI 

Team Software Process for Secure Software Development, 

etc.) building Security Into the Software Life Cycle 

(SecSDLC ) include strong security testing as in our 

OptimalSQM framework [8], [9]. 

3. SOFTWARE ASSESSMENTS AND 

SECURITY TESTING FRAMEWORK 

The method by which security assessment and testing is 

carried out depends on the perspective of the tester relative 

to the software component. We developed OptimalSQM 

Test Framework Architecture we call BISA (Business 

Intelligence Simulation Architecture). BISA is an SDLC 

framework architecture that provides a Software Testing 

Centre of Excellence for SMEs with scalability, 

objectivity, consistency and constant improvement 

features capable to support full lifecycle software 

assurance following software engineering standards and to 

provide better and cheaper software products on time. The 

concept and functional requirements of OptimalSQM have 

been developed since several years ago, resulting into cost 

effective software test metrics [9], economic model of 

software quality, and finally matured by SDLC framework 

deploying Software-as-a-Service (SaaS) and Testing-as-a-

Service (TaaS) models. 

It consists of several mutually connected subsystems as 

shown in Image 5. The software engineering heart of BISA 

is an SDLC-engine consisting of OptimalSQM expert tools 

[9] and SQA wheels of BISA, actually service-enabled 

SDLC engine is able to communicate with external 

environment either via portal or a service bus, software 

engineering-enabled ESB (Enterprise Service Bus). The 

last subsystem of the framework is e-invoicing. 

OptimalSQM framework focuses on a significant part of 

SPI (Software Process Improvement) effort, the 

deployment of which may result with ROI of 100:1, 

comparing with existing SDLC infrastructure of software 

companies that have achieved CMM and TMM maturity of 

the 1 and 2 level. The current research aims at achieving 

two goals: build an SDLC framework that is capable to 

support companies that have already reached higher levels 

of CMM, and inject service-oriented capabilities into this 

framework to allow customers to invoke a particular 

service on demand. 

 

Image 3: Taxonomy of security design principles 

 

Image 4: Building Security Into the Software Life 

Cycle (SecSDLC ) initiatives 

OptimalSQM framework deploy Testing-as-a-Service 

(TaaS) models. Testing as a Service is an outsourcing 

model, in which testing activities are outsourced to a third 

party that specializes in simulating real world testing 

environments as per client requirements. It is also 

abbreviated as TaaS. 

 

Image 5: The overall architecture of BISA 

Types of TaaS 

• Functional Testing as a Service: TaaS functional testing 

may include UI/GUI testing, regression, integration and 



  

automated user acceptance testing (UAT) but not necessary 

to be part of functional testing 

• Performance Testing as a Service: Multiple users are 

accessing the application at the same time. TaaS mimic as 

a real world users environment by creating virtual users 

and performing the load and stress test, and 

• Security Testing as a Service: TaaS scans the 

applications and websites for any vulnerability. 

Security Testing is a variant of Software Testing which 

ensures, that system and applications in an organization, 

are free from any loopholes that may cause a big loss. 

Security testing of any system is about finding all possible 

loopholes and weaknesses of the system which might result 

into a loss of information at the hands of the employees or 

outsiders of the Organization. The goal of security testing 

is to identify the threats in the system and measure its 

potential vulnerabilities. It also helps in detecting all 

possible security risks in the system and help developers in 

fixing these problems through coding. Types of Security 

Testing: There are seven main types of security testing as 

per Open Source Security Testing methodology manual. 

They are explained as follows: 

  

• Vulnerability Scanning: This is done through automated 

software to scan a system against known vulnerability 

signatures. 

• Security Scanning: It involves identifying network and 

system weaknesses, and later provides solutions for 

reducing these risks. This scanning can be performed for 

both Manual and Automated scanning. 

• Penetration testing: This kind of testing simulates an 

attack from a malicious hacker. This testing involves 

analysis of a particular system to check for potential 

vulnerabilities to an external hacking attempt. 

• Risk Assessment: This testing involves analysis of 

security risks observed in the organization. Risks are 

classified as Low, Medium and High. This testing 

recommends controls and measures to reduce the risk. 

• Security Auditing: This is an internal inspection of 

Applications and Operating systems for security flaws. 

Audit can also be done via line by line inspection of code 

• Ethical hacking: It's hacking an Organization Software 

systems. Unlike malicious hackers,who steal for their own 

gains , the intent is to expose security flaws in  the system. 

• Posture Assessment: This combines Security scanning, 

Ethical Hacking and Risk Assessments to show an overall 

security posture of an organization. 

4. CONCLUSION  

This article provided a distillation, synthesis and 

organization of key security systems design principles, 

describes each principle, and provides examples where 

needed for clarity. Although others have described various 

principles and techniques for the development of secure 

systems, e.g. [3], it was felt that a concise articulation of 

the principles as they are applied to the development of the 

most elemental components of a basic security system 

would be useful.  

High assurance is required for the embedded operating 

systems that control today's, and tomorrow's, safety and 

security critical systems. The security policies of operating 

system components must not fail; high assurance is the 

only path to this goal. A software security practitioner 

should perform the following to manage system security 

risks: 

 creating security abuse/misuse cases, 

 listing normative security requirements, 

 performing architectural risk analysis, 

 building risk-based security test plans, 

 wielding static analysis tools, 

 performing security tests, 

 performing penetration testing in the final 

environment, 

 cleaning up after security breaches. 
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